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This article discusses the increasing use of biometric applications in various fields, along with the regulatory response by the EU legislator. The GDPR introduced provisions governing biometric data processing, but its definition of biometric data is ambiguous, causing diverging interpretations and legal uncertainty. Furthermore, new regulatory instruments, such as the AI Act proposal and the Schengen Information System (SIS) regulatory framework, introduce different descriptions and definitions of biometric data. This article points to the differences and overlaps in this scattered regulatory framework and provides an overview of the challenges posed by emerging complex biometric law. We argue that the regulatory framework creates a heterogeneous ecosystem with possible gaps in protection and responsibility and grey areas where clear legal frameworks might not cover all types of biometric data.
Introduction
Biometric applications are increasingly becoming omnipresent in a wide array of fields, thanks to technological advances, from e-gates in border control to Face ID for digital identity. The EU legislator has reacted to this rapid adoption of biometric applications in public and private sectors with several regulatory instruments and proposals. For example, the GDPR, as the first general legal framework to specifically regulate biometric data, incorporates several provisions governing biometric data processing. Article 4(14) defines biometric data as personal data "resulting from specific technical processing relating to the physical, physiological or behavioral characteristics." However, this definition, along with several other references in the GDPR, such as Article 9(1) and Recital 51, paves the way for a narrow understanding of what biometric data is and thus has caused diverging interpretations due to its ambiguity, leading to legal uncertainty. 

Furthermore, the delta between technical definitions in international standards and the definition of biometric data in the GDPR has provided more uncertainty and is subject to scholarly discussions.[footnoteRef:2] While technical definitions provide a broader definition of biometric data, the GDPR’s protection remained narrow, excluding biometric images such as photographs. Since the adoption of the GDPR, more regulatory instruments that are lex specialis have tackled biometric data. For example, the AI Act and the eIDAS 2.0 proposals explicitly mention biometric data processing. Moreover, biometric data is also used for identity verification and identification in border management and security at the EU borders. However, none of these various instruments, whether adopted or negotiated, specifically mention the GDPR definition of biometric data or make clear which standards apply to it. The main purpose of this paper is to map out this biometric law framework to point to the possible divergent interpretations.  [2:  See for example: E. J. Kindt, “Having yes, using no? About the new legal regime for biometric data,” Computer law & security review 34.3, 523-538, 2018; C. Jasserand, “Legal nature of biometric data: From generic personal data to sensitive data,” Eur. Data Prot. L. Rev. 2, 297, 2016. 
] 


We aim to map out these scattered regulatory frameworks that explicitly or implicitly govern biometric data processing and point to the areas of potential legal loopholes and overlaps. In doing so, this article discusses the following regulatory instruments: the GDPR, Law Enforcement Directive, Payment Service Directive II,  the revised Schengen Information System II framework, the Proposal for the AIA, and the eIDAS 2.0 proposal. We discuss the potential legal uncertainty that might arise from this scattered regulatory practice, drawing an overview of the regulatory framework pertained to biometric data processing and the risks that this emerging complex biometric law might further exacerbate. Therefore, the research objectives of this study are fundamentally considered descriptive and explanatory.

1. THE REGULATORY LANDSCAPE
1.1. THE GDPR 
The GDPR replaced the former general data protection legislation that contained no reference to biometric data and was the first EU general data protection regulation to include a definition.[footnoteRef:3]  Article 4(14) defines biometric data as 'personal data resulting from specific technical processing relating to the physical, physiological or behavioural characteristics of a natural person, which allow or confirm the unique identification of that natural person, such as facial images or dactyloscopic data.'  [3:  Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation, hereinafter GDPR). the TDPR  was put into effect on May 25, 2018 .] 

Recital 51 further adds: '(…) The processing of photographs should not systematically be considered to be processing of special categories of personal data as they are covered by the definition of biometric data only when processed through a special technical means allowing the unique identification or authentication of a natural person.'
Hence, the GDPR distinguishes between 'mere' photographs (i.e., unprocessed for biometric recognition purposes) and photographs 'processed through special technical means. An internal discrepancy between Art. 4(14) and Recital 51 in the description of the functions/purposes can also be observed here, subject to debate by legal scholars.[footnoteRef:4] Moreover, the distinction seems to neglect the possibility that biometric images (before transformation) can also be sensitive data if their processing reveals sensitive information, such as ethnicity or health information.[footnoteRef:5] [4:  See for example: E. J. Kindt, “Having yes, using no? About the new legal regime for biometric data,” Computer law & security review 34.3, 523-538, 2018; C. Jasserand, “Legal nature of biometric data: From generic personal data to sensitive data,” Eur. Data Prot. L. Rev. 2, 297, 2016; See : Clifford, Damian. "The legal limits to the monetisation of online emotions." (2019) KU Leuven PhD Thesis;; Bisztray, Tamas, et al. "Emerging biometric modalities and their use: Loopholes in the terminology of the GDPR and resulting privacy risks." 2021 International Conference of the Biometrics Special Interest Group (BIOSIG). IEEE, 2021; N. Whiskerd, J. Dittmann and C. Vielhauer, "A Requirement Analysis for Privacy Preserving Biometrics in View of Universal Human Rights and Data Protection Regulation," 2018 26th European Signal Processing Conference (EUSIPCO), Rome, Italy, 2018, pp. 548-552, doi: 10.23919/EUSIPCO.2018.8553045.]  [5:  For a detailed discussion on this issue see : B. Sumer. "When do the images of biometric characteristics qualify as special categories of data under the GDPR?: a systemic approach to biometric data processing." 2022 International Conference of the Biometrics Special Interest Group (BIOSIG). IEEE, 2022 and also See CJEU Judgment of the Court (Grand Chamber) of 1 August 2022. OT v Vyriausioji tarnybinės etikos komisija ECLI:EU:C:2022:601] 



1.2. The Law Enforcement Directive (LED)
The LED aims to 'protect citizens' fundamental right to data protection whenever personal data is used by criminal law enforcement authorities for law enforcement purposes. [footnoteRef:6] It will, in particular, ensure that the personal data of victims, witnesses, and suspects of crime are duly protected and will facilitate cross-border cooperation in the fight against crime and terrorism.'[footnoteRef:7] The LED Article 3(13) provides a definition identical to the GDPR, including the special categories clause (Article 10), but there is no equivalence of Recital 51.[footnoteRef:8] As explained below, this might mean that LED and its lex specialis, e.g. SIS framework, includes biometric images that have not been technically transformed.[footnoteRef:9] Therefore, biometric images, such as photographs, can be considered biometric data under this regulation.  [6:  Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data by competent authorities for the purposes of the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, and on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA (hereinafter Law Enforcement Directive or LED)]  [7:  European Commission, ‘Data protection in the EU’ (European Commission website) <https://commission.europa.eu/law/law-topic/data-protection/data-protection-eu_en> accessed 17 March 2023]  [8:  Also see: Jasserand, Catherine. "Reprocessing of biometric data for law enforcement purposes: Individuals' safeguards caught at the interface between the GDPR and the 'Police' directive? (PhD Thesis)." (2019).]  [9:  Other related legislations in the area of freedom, security and justice can also be considered related to the scope of the LED. See Fact Sheets on the European Union, Judicial Cooperation in Criminal Matters, https://www.europarl.europa.eu/factsheets/en/sheet/155/judicial-cooperation-in-criminal-matters] 

 
1.3. AIA proposal
 AIA proposal[footnoteRef:10] is part of the European AI Strategy, which aims to make the EU a world-class hub for AI and ensure that AI is human-centric and trustworthy.[footnoteRef:11] The AIA proposes a risk-based approach to using, developing, and deploying AI systems based on four levels of risk: unacceptable risk, high risk, limited risk, and minimal risk. In the AIA Proposal, 'real-time' and 'post' remote biometric identification and categorization AI systems are considered high risk and subject to strict requirements, and the use of remote biometric identification in public spaces for law enforcement purposes is prohibited except for '(i) the targeted search for specific potential victims of crime, including missing children; (ii)the prevention of a specific, substantial and imminent threat to the life or physical safety of natural persons or a terrorist attack and (iii) the detection, localization, identification or prosecution of a perpetrator or suspect of a criminal offense referred to in Article 2(2) of Council Framework Decision 2002/584/JHA 62 and punishable in the Member State concerned by a custodial sentence or a detention order for a maximum period of at least three years, as determined by the law of that Member State.'[footnoteRef:12]  [10:  The Proposal for a Regulation Of The European Parliament And Of The Council Laying Down Harmonised Rules On Artificial Intelligence (Artificial Intelligence Act) And Amending Certain Union Legislative Acts (hereinafter AIA)  was announced by the European Commission in April 2021.]  [11:  European Commission, ‘A European approach to artificial intelligence’ (European Commission website) <https://digital-strategy.ec.europa.eu/en/policies/european-approach-artificial-intelligence> accessed 17 March 2023]  [12:  Article 5(1)(d) AIA] 

AIA's attempt aims to broaden the scope of biometric data beyond its definition outlined in the GDPR, recognizing that unique identification may not always be the primary purpose or characteristic of all biometric data.[footnoteRef:13] For example, under the current Proposal, biometric data processed by remote biometric identification systems are considered sensitive data. However, the status of other types of 'biometric data' processed by emotion recognition systems or biometric categorization systems, which are not processed for unique identification but for classification purposes, remains uncertain. Nevertheless, these systems reveal sensitive data such as ethnicity or health condition, which are regarded as sensitive data.[footnoteRef:14] [13:  An example of this can be seen in the border control context and the SIS regulatory framework, where photographs and facial images are considered biometric data regardless of specific technical processing requirement.]  [14:  Dantcheva, Antitza, Petros Elia, and Arun Ross. "What else does your biometric data reveal? A survey on soft biometrics." IEEE Transactions on Information Forensics and Security 11.3 (2015): 441-467.] 

The compromise text, adopted by the main committees of the European Parliament, distinguishes biometric data as defined in the GDPR from biometrics-based data. The latter is defined in the same way as in the GDPR, without specifying the purpose of processing. This category encompasses data generated by biometrics-based systems, including emotion recognition or categorization systems. Additionally, the text provides new definitions for biometric identification and biometric verification.[footnoteRef:15] [15:  The Compromise text will be presented to the vote of the plenary session of the European Parliament in June. European Parliament, Draft Report on the proposal for a regulation of the European Parliament and of the Council on harmonised rules on Artificial Intelligence (Artificial Intelligence Act) and amending certain Union Legislative Acts (COM2021/0206 – C9-0146/2021 – 2021/0106(COD))Amendment 9 (7), 12] 


1.4. eIDAS and the amending Proposal (eIDAS 2.0)

Regulation (EU) No 910/2014[footnoteRef:16] regulates trust in online identity verification through designated intermediaries. In connection with the review of this regulation (also known as eIDAS), the European Commission published a proposal for a European Digital Identity Regulation on June 3, 2021. Both the regulation and the Proposal do not define biometric data. However, biometrics are used to refer to the level of risks and assurance they pose/provide. eIDAS refers to authentication based on biometric data as an assurance factor.[footnoteRef:17] For instance, Recital 11 of the Proposal indicates that the stakeholders should consider the different levels of risk and states that" using biometrics to authenticate is one of the identification methods providing a high level of confidence." Moreover, the Proposal refers to the GDPR, acknowledging biometric data's " sensitive nature."[footnoteRef:18] [16:  Regulation of the European Parliament and of the Council of 23 July 2014 on electronic identification and trust services for electronic transactions in the internal market and repealing Directive 1999/93/EC]  [17:  Recital 11 Eidas 2.0 proposal.]  [18:  Recital 11 Eidas 2.0 proposal.] 

Furthermore, the position of the ITRE (Committee on Industry, Research, and Energy) suggests the likelihood of more stringent obligations for processing biometric data in the eIDAS 2.0 regulation. Compromise amendments to the Proposal, published on February 7, 2023, added that using biometrics to identify and authenticate should not be a must for using European Digital Identity Wallet. Biometric data used in the context of eIDAS should not be stored in the cloud without the explicit consent of the user. The use of biometric data should be limited to specific scenarios pursuant to Article 9 of Regulation (EU) 2016/679. Moreover, stakeholders that intend to process sensitive personal information, such as health or biometric data, as defined by Article 9 GDPR, will need prior approval from the competent authorities in the Member State in which they intend to provide their services. In addition, these stakeholders should also comply with the legal bases in Article 6(1) GDPR. Furthermore, the compromised amendments state that the wallet issuers may need access to specific hardware and software of smartphones, such as parts of the operating system, secure hardware (secure element, SIM etc.), including biometric sensors. Such features are under the control of the operating system and equipment manufacturers.[footnoteRef:19] [19:  See Recital 11 and 21 of DRAFT EUROPEAN PARLIAMENT LEGISLATIVE RESOLUTION on the proposal for a regulation of the European Parliament and of the Council amending Regulation (EU) No 910/2014 as regards establishing a framework for a European Digital Identity (COM(2021)0281 – C9‑0200/2021 – 2021/0136(COD)), available at https://www.europarl.europa.eu/doceo/document/A-9-2023-0038_EN.html] 


1.5. Payment Service Directive II (PSD II)
Payment Services Directive (EU) 2015/2366 (PSDII) applies to payment services provided in the EU  and addresses specific aspects of digital identity authentication regarding financial transactions. It allows for the processing of personal data for payment authentication and fraud prevention. [footnoteRef:20] PSDII requires "strong customer authentication' which "means an authentication based on the use of two or more elements categorised as knowledge (something only the user knows), possession (something only the user possesses) and inherence (something the user is) that are independent, in that the breach of one does not compromise the reliability of the others, and is designed in such a way as to protect the confidentiality of the authentication data."[footnoteRef:21] [20:  Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 November 2015 on payment services in the internal market, amending Directives 2002/65/EC, 2009/110/EC and 2013/36/EU and Regulation (EU) No 1093/2010, and repealing Directive 2007/64/EC.]  [21:  Directive (EU) 2015/2366, Article 4(30): "‘strong customer authentication’ means an authentication based on the use of two or more elements categorised as knowledge (something only the user knows), possession (something only the user possesses) and inherence (something the user is) that are independent, in that the breach of one does not compromise the reliability of the others, and is designed in such a way as to protect the confidentiality of the authentication data;"] 

Biometric data is not explicitly defined in the PSDII but is indirectly referred to in the context of authentication, in particular 'strong customer authentication', which includes the category of 'inherence' referring to user traits. Inherence is something a user is and relates to their physical or behavioral characteristics, as mentioned in the GDPR definition of biometric data.[footnoteRef:22] However, inherence goes beyond what is covered by the GDPR as it might refer to any biometric characteristics that can be used for authentication, including soft biometric characteristics. [22:  This interpretation is common in scientific literature and industry practice.] 

Moreover, PSDII defines sensitive payment data as "(…) data, including personalised security credentials which can be used to carry out fraud.(…). [footnoteRef:23] Therefore, sensitive payment data are all data enabling authentication of the user, including biometric data. Such data processing needs to comply with the GDPR, as acknowledged in the Guidelines on the interplay of the Second Payment Service Directive and the GDPR of the EDPB.[footnoteRef:24]  [23:  Directive (EU) 2015/2366, Article 4(32): "‘sensitive payment data’ means data, including personalized security credentials which can be used to carry out fraud."]  [24:  EDPB, Guidelines 06/2020 on the interplay of the Second Payment Services Directive and the GDPR Version 2.0, Adopted on 15 December 2020 ] 


1.6. Biometric data under the Schengen Information System (SIS) 
Biometric data processing has also been considered a convenient and crucial means to enhance security in the border control context. This function of biometric data can already be found in the first generation Schengen Information System (SIS), as a precursor EU-wide Large-scale system established in 1995 to support the abolition of internal border control within the Schengen Area. SIS is Europe's most widely used and largest information-sharing system for security and border management. [footnoteRef:25]SIS contributes to police[[footnoteRef:26] cooperation between Member States and ensuring security in external border control][footnoteRef:27] by enabling competent authorities to enter and consult alerts on specific categories of wanted or missing persons and migrants in an irregular situation.[footnoteRef:28] Following several revisions introduced to the system,[footnoteRef:29] the new second-generation SIS framework became fully operational as of March 2023.  [25:  European Commission, Migration and Home Affairs, available at : https://home-affairs.ec.europa.eu/policies/schengen-borders-and-visa/schengen-information-system_en, see also, available at: https://www.eulisa.europa.eu/Activities/Large-Scale-It-Systems/Sis-Ii]  [26:  Regulation (EU) 2018/1862 on the establishment, operation and use of the Schengen Information System (SIS) in the field of police cooperation and judicial cooperation in criminal matters, (SIS II police cooperation)]  [27:  Regulation (EU) 2018/1861 on the establishment, operation and use of the Schengen Information System (SIS) in the field of border checks| (SIS II border checks).]  [28:  Regulation (EU) 2018/1860 on the use of the Schengen Information System for the return of illegally staying third-country nationals, (SIS II Return).]  [29:  For more details, see, available at: https://www.eulisa.europa.eu/Activities/Large-Scale-It-Systems/Sis-Ii ] 

Due to the limitations of the original search method based on biographical data ( e.g., name, surname), SIS II heavily relies on biometric data processing by storing dactyloscopic data ( i.e., fingerprints and palmprints), photographs, and facial images for the person-related alerts. Additionally, DNA profiles can be entered under SIS II as a last resort to identify a person in the context of police and criminal justice cooperation.[footnoteRef:30] Furthermore, Art.42 of the SIS Regulation 2018/1862  lays down specific rules on biometric data processing and requires complying with minimum quality standards for each biometric identifier before their storage in the SIS II. [30:  Art 42(3) SIS II police cooperation.] 

Importantly, SIS Regulations formulate biometric data differently than the GDPR by giving examples of biometric data as "photographs, facial images, dactyloscopic data and DNA profiles." In the context of police cooperation and "photographs, facial images and dactyloscopic data" for border checks. [footnoteRef:31] Besides, unlike the GDPR, SIS Regulations do not include behavioral characteristics within the definition of biometric data and treat photographs and DNA information as biometric data, while the DNA information is only referred as biometric data under SIS II police cooperation [31:  Art. 3(12) SIS II police cooperation and Art. 3(13) SIS II border checks).] 

Under the SIS II regulation, fingerprints, palm prints, and finger marks are used for biometric searches through the automated fingerprint identification system. Although facial images and photographs can be used to "confirm the identity" of individuals under SIS II, facial recognition technologies based on facial images and photographs are not yet deployed to identify individuals at border crossings. [footnoteRef:32] [32:  After the Commission, in consultation with the European Parliament,  prepared a report that confirms the availability, reliability and readiness of the technology photographs and facial images can be used for identification purposes. See Recital 22, and Art. 43(4) SIS Regulations.] 

As mentioned, the definition of biometric data varies even within the SIS II legal framework. On the one hand, SIS regulations conceive a broader interpretation of biometric data, including biometric images. On the other hand, a narrower scope excludes behavioral biometric data. One could argue that, under the SIS II framework, the legislator (once again) favors and strengthens a context-dependent definition of biometric data by emphasizing the purpose of biometric data processing for police cooperation or border checks rather than sticking with the GDPR's primary definition.

2. Discussion

The concept of biometric data as personal data is a complex legal construct that often closely hinges on technical procedures and elements seen in different regulatory instruments. The definition of Article 4(14) GDPR, which is lex generalis, does not align with the (earlier) concept and understanding of biometric data in specific legislation for specific domains (e.g., in the border context) The GDPR's definition of biometric data encompasses four main constitutive as follows: (i) personal data (ii) 'specific technical processing' (iii) relating to the physical, physiological or behavioural characteristics of a natural person (iv) which allow or confirm the 'unique identification' of that natural person. 
In particular, two of those elements have been subject to critical scrutiny in academic literature.[footnoteRef:33] First of all, the phrase 'specific technical processing' has created confusion as to what falls under the sensitive data regime. Legal scholars pointed out that this permits the collection and storage of biometric data for other purposes, which would then be based on the less onerous data processing regime of Article 6 of the GDPR, which allows, for example, processing based on consent or legitimate interest.[footnoteRef:34] The option of processing the images of biometric characteristics based on Article 6 opens the door to a weakened level of protection for processing biometric information about natural people. [33:  See for example : E. J. Kindt, “Having yes, using no? About the new legal regime for biometric data,” Computer law & security review 34.3, 523-538, 2018; C. Jasserand, “Legal nature of biometric data: From generic personal data to sensitive data,” Eur. Data Prot. L. Rev. 2, 297, 2016; B. Sumer, ]  [34: "When do the images of biometric characteristics qualify as special categories of data under the GDPR?: a systemic approach to biometric data processing." 2022 International Conference of the Biometrics Special Interest Group (BIOSIG). IEEE, 2022] 

Secondly, the functional criteria of 'uniquely identifying' an individual forms the basis for this construct. The reference in Article 9 of GDPR to the processing of biometric data to uniquely identify is one significant reflection of the general risk-based approach of the GDPR. Identification of an individual is indeed a considerable risk.[footnoteRef:35]  However, considering both technical definitions and the scope of the data protection legislation, delineating biometric data to only the datasets that can uniquely identify an individual lack the necessary comprehensiveness when considering the risks of processing such data.[footnoteRef:36] For example, behavioral biometric characteristics may not, in all circumstances, allow unique identification;[footnoteRef:37] however, they may reveal sensitive data such as emotions or ethnicity that might be used to profile individuals.[footnoteRef:38] For example, facial data points are often used to identify human emotions without necessarily uniquely identifying individuals.[footnoteRef:39]  [35:  See for example: J. Kindt, E. (2022). "Chapter 18: Biometric data processing: Is the legislator keeping up or just keeping up appearances?". In Research Handbook on Privacy and Data Protection Law. Cheltenham, UK: Edward Elgar Publishing. Retrieved Jun 3, 2023, from https://www.elgaronline.com/view/edcoll/9781786438508/9781786438508.00026.xml; Iglezakis, Ioannis. "EU data protection legislation and case-law with regard to biometric applications." Available at SSRN 2281108 (2013). ; Different views exist: Darius Štitilis, Marius Laurinaitis, Treatment of biometrically processed personal data: Problem of uniform practice under EU personal data protection law, Computer Law & Security Review, Volume 33, Issue 5, 2017, Pages 618-628]  [36:  See particularly: Hedges, R., J.D. (2018). Privacy and security risks with biometrics. Journal of AHIMA, 89(8), 46-47. Retrieved from https://www.proquest.com/trade-journals/privacy-security-risks-with-biometrics/docview/2105011619/se-2; Jiang, R., Al-maadeed, S., Bouridane, A., Crookes, P. D., & Beghdadi, A. (2017). Biometric Security and Privacy: Opportunities & Challenges in The Big Data Era (R. Jiang, S. Al-maadeed, A. Bouridane, P. D. Crookes, & A. Beghdadi, Eds.; 1st ed. 2017.). Springer International Publishing. https://doi.org/10.1007/978-3-319-47301-7; Els Kindt 2013, Strandburg, K. J., & Raicu, D. S. (2006). Privacy and Technologies of Identity: A Cross-Disciplinary Conversation (K. J. Strandburg & D. S. Raicu, Eds.; 1st ed. 2006.). Springer US. https://doi.org/10.1007/0-387-28222-X; rabhakar, S., Pankanti, S., Jain, A.K.: Biometric Recognition: Security and Privacy Concerns. IEEE Security & Privacy (2003) ; Ann Cavoukian, Privacy and Biometrics, Information and Privacy Commissioner/Ontario, (1999); Woodward, J.D. (1996). Biometrics: Identifying Law & Policy Concerns. In: Jain, A.K., Bolle, R., Pankanti, S. (eds) Biometrics. Springer, Boston, MA. https://doi.org/10.1007/0-306-47044-6_19 
]  [37:  Also see: Els, J. Kindt, A first attempt at regulating biometric data in the European Union, Regulating Biometrics: Global Approaches and Urgent Questions, New York: AI Now (2020), 66.
]  [38:  See : Clifford, Damian. "The legal limits to the monetisation of online emotions." (2019) KU Leuven PhD Thesis.Clifford, Damian. "Citizen-Consumers in a Personalised Galaxy: Emotion Influenced Decision-Making, a True Path to the Dark Side?’." FUTURE LAW (2017): 79; Bisztray, Tamas, et al. "Emerging biometric modalities and their use: Loopholes in the terminology of the GDPR and resulting privacy risks." 2021 International Conference of the Biometrics Special Interest Group (BIOSIG). IEEE, 2021; N. Whiskerd, J. Dittmann and C. Vielhauer, "A Requirement Analysis for Privacy Preserving Biometrics in View of Universal Human Rights and Data Protection Regulation," 2018 26th European Signal Processing Conference (EUSIPCO), Rome, Italy, 2018, pp. 548-552, doi: 10.23919/EUSIPCO.2018.8553045.]  [39:  A. McStay, “Emotional AI, soft biometrics and the surveillance of emotional life: An unusual consensus on privacy,” Big Data & Society, SAGE Publications Ltd, vol. 7, no. 1, p. 2053951720904386, Jan. 2020
] 

Moreover, the GDPR approach, in particular, the prohibitions in Article 9(1) GDPR, relying on the criterion of the processing for identification purposes as the trigger for the need for more protection, offers only partial protection, i.e., against identification, and not against, e.g., function creep (e.g., use by law enforcement) after collection and, e.g., central storage. Taking into account the discussions in the literature, it is evident that the definition of biometric data in the General Data Protection Regulation (GDPR) may not be considered ideal.[footnoteRef:40] [40:  E. J. Kindt, “Having yes, using no? About the new legal regime for biometric data,” Computer law & security review 34.3, 523-538, 2018; C. Jasserand, “Legal nature of biometric data: From generic personal data to sensitive data,” Eur. Data Prot. L. Rev. 2, 297, 2016; Lee A Bygrave (2010) The Body as Data? Biobank Regulation via the ‘Back Door’ of Data Protection Law, Law, Innovation and Technology, 2:1, 1-25, DOI: 10.5235/175799610791935443 ] 

Two points require closer attention. First, it is notable that regulations and proposals covered above use different technical terms interchangeably, such as authentication (eIDAS) and identification (GDPR), without further explanations, which makes it confusing for laypersons and organizations. Some of such differences are reasonable, especially between public/private and law enforcement-related regulations. Hence it is essential to distinguish between the instruments pursuing a general purpose (GDPR/LED) and those which are meant to be adopted for a specific purpose, thus are lex specialis (border control, payments, or digital identity management). In the latter, biometric data might be defined differently due to such specific purposes. For example, what is considered a biometric facial image in SIS II is not necessarily biometric data under the GDPR. In SIS II, facial images fall in the category of biometric data based on their quality to perform facial recognition. In the GDPR, facial images must result from 'specific technical processing' (to be transformed) to be considered biometric data. 
Nonetheless, the AIA Proposal still covers many sectors that operate with biometric data processing.[footnoteRef:41] Therefore, AIA might be ideal to provide legal clarity to the definition of biometric data. For example, eIDAS and PSDII govern assurance by biometric verification (1:1). However, once collected, these biometric data could also be used for identification purposes. Although Eidas and PSDII  are lex specialis, they both refer to the GDPR provisions without providing their own definitions of biometric data.[footnoteRef:42] For example, the eIDAS as lex specialis contains references to GDPR. However, considering the ITRE's position to eIDAS 2.0. can be considered a deviating regulation as to the need for 'explicit consent' when storing biometric data in the cloud; the 'need for prior approval from competent authorities' if there is an 'intention to process sensitive personal information' as defined by Art. 9 GDPR.'[footnoteRef:43]  Thus, this legislation might constitute a deviating normative framework. [41:  Also see: Jasserand, C., Czarnocki, J., Fontanillo López, C. A., Belkadi, L., Sumer, B., Elbi, A., & Kindt, E. (2022). The EU’s approach to AI: A short discussion of the Draft Artificial Intelligence Act from a biometrics’ law perspective. EAB]  [42:  The principle of "strong customer authentication" was established by the Payment Services Directive, according to which, "something the user is" is one potential authentication factor, referring to biometric data.   ]  [43:  Recital 11 and 21 of ] 

Furthermore, as biometric verification systems typically use AI applications, the upcoming AIA's definition of biometric information systems will likely impact how biometric data in digital identity management will be understood. Moreover, it seems that ITRE's position will introduce more stringent obligations for processing biometric data.[footnoteRef:44] The interplay between these regulations that are under revision remains to be seen.  [44:  DRAFT EUROPEAN PARLIAMENT LEGISLATIVE RESOLUTION on the proposal for a regulation of the European Parliament and of the Council amending Regulation (EU) No 910/2014 as regards establishing a framework for a European Digital Identity (COM(2021)0281 – C9‑0200/2021 – 2021/0136(COD)), available at https://www.europarl.europa.eu/doceo/document/A-9-2023-0038_EN.html] 

Secondly, conceptual ambiguities might becloud the clear evaluation of the responsible agent, e.g., the controller under the GDPR or manufacturer, and the scope of their responsibility. In other words, the coexistence of broader and narrower definitions of biometric data can lead to discrepancies in the level of protection[footnoteRef:45] and allocation of responsibility.  [45:  C. Jasserand, “Legal nature of biometric data: From generic personal data to sensitive data,” Eur. Data Prot. L. Rev. 2, 297, 2016] 


3. Conclusion 

The application of the GDPR's narrow and functional definition of biometric data has been subject to reasonable debate. In addition, other legislations discussed either replicate the GDPR's definition or refer to it without elaborating on the concept of biometric data. Consequently, this regulatory landscape has resulted in a diverse environment with potential discrepancies in the level of protection and associated responsibilities.
An important question arises as to whether biometric data's current functional and narrow definition remains relevant. This inquiry is prompted by the emergence of artificial intelligence (AI) applications and the recognition that neglected forms of biometric data, including soft biometrics, can significantly impact or harm individuals. In response to this concern, the Proposal put forward by the AIA seeks to rectify the existing status quo by offering a more comprehensive definition of biometric data. As such, the AIA is expected to play a pivotal role in shaping the understanding and regulation of biometric data.
On the other hand, regulations such as the eIDAS and the PSDII include specific provisions but ultimately rely on the GDPR's definition of biometric data. This reliance is precarious because the GDPR provides limited protection in this context. The precise interplay between these evolving regulations, which are currently undergoing revision, remains uncertain.
In conclusion, a sense of confusion persists within legal and technical communities regarding the scope of regulatory frameworks governing different biometric applications and functions. This confusion poses a risk to fundamental rights and hampers innovation. To safeguard individual privacy and data protection rights, it is imperative to reassess and consolidate the definition of biometric data with clear guidance. For this, enacting specific legislation may be necessary to address the risks associated with biometric data processing and provide adequate protection.
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