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1. Introduction 
Facial Recognition Technology (FRT) is a profoundly disruptive and impactful technology. On the one hand, it can provide a technological advantage in extremely important areas of societal life, such as law enforcement, border management, education, and work. Facial recognition systems can help locate missing people[footnoteRef:1] and suspects,[footnoteRef:2] replace passports,[footnoteRef:3] monitor students’ attention,[footnoteRef:4] or assess job applicants.[footnoteRef:5] On the other hand, it can entail a myriad of risks for fundamental rights,[footnoteRef:6] mainly – but not only – the rights to privacy and data protection[footnoteRef:7] and equality and non-discrimination.[footnoteRef:8] [1:  A. DESHMUKH, Leveraging technology to reconnect missing children with their families in India, in The Times of India, s.d.]  [2:  E. SOLOMON-C. F. SCHUETZE, How Germany’s Most Wanted Criminal Hid in Plain Sight, in The New York Times, 2024.]  [3:  K. RAWLINSON, Facial recognition could replace passports at UK airport e-gates, in The Guardian, 2024.]  [4:  N. CONNOR, Chinese school uses facial recognition to monitor student attention in class, in The Telegraph, 17 May 2018, https://www.telegraph.co.uk/news/2018/05/17/chinese-school-uses-facial-recognition-monitor-student-attention/ (consultato 30/01/2024).]  [5:  C. HYMAS, AI used for first time in job interviews in UK to find best applicants, in The Telegraph, 27 September 2019, https://www.telegraph.co.uk/news/2019/09/27/ai-facial-recognition-used-first-time-job-interviews-uk-find/ (consultato 30/01/2024).]  [6:  EUROPEAN UNION AGENCY FOR FUNDAMENTAL RIGHTS, Facial recognition technology: fundamental rights considerations in the context of law enforcement, 2019 http://fra.europa.eu/en/publication/2019/facial-recognition-technology-fundamental-rights-considerations-context-law (consultato 08/08/23).]  [7:  E. KAVOLIŪNAITĖ-RAGAUSKIENĖ, Right to Privacy and Data Protection Concerns Raised by the Development and Usage of Face Recognition Technologies in the European Union, in Journal of Human Rights Practice, 2024.]  [8:  USA: Facial recognition technology reinforcing racist stop-and-frisk policing in New York – new research, Amnesty International, 2022 https://www.amnesty.org/en/latest/news/2022/02/usa-facial-recognition-technology-reinforcing-racist-stop-and-frisk-policing-in-new-york-new-research/ (consultato 12/04/24).] 

State-of-the-art FRT is Artificial Intelligence (AI) driven. Therefore, although not the only regulation applicable to the design and deployment of such technologies, the Artificial Intelligence Act (AI Act)[footnoteRef:9] has a big role to play regarding the governance of biometric technologies. In this regard, the regulation of biometric systems and FRT, in particular, has been one of the hottest issues throughout the regulatory process related to the AI Act.[footnoteRef:10] Thus, this chapter will cover the regulation of FRT systems within the AI Act.  [9:  Since the AI Act was in the final drafting stages at the moment of writing this chapter, the version of the text taken as a reference for this chapter was the one publicly released on 6th March 2024.]  [10:  L. BERTUZZI, AI Act: EU Parliament’s discussions heat up over facial recognition, scope, www.euractiv.com, 2022 https://www.euractiv.com/section/digital/news/ai-act-eu-parliaments-discussions-heat-up-over-facial-recognition-scope/ (consultato 12/04/24);  AI Act: MEPs mull narrow facial recognition technology uses in exchange for other bans, www.euractiv.com, 2023 https://www.euractiv.com/section/artificial-intelligence/news/ai-act-meps-mull-narrow-facial-recognition-technology-uses-in-exchange-for-other-bans/ (consultato 12/04/24); EU set to allow draconian use of facial recognition tech, say lawmakers, POLITICO, 2024 https://www.politico.eu/article/eu-ai-facial-recognition-tech-act-late-tweaks-attack-civil-rights-key-lawmaker-hahn-warns/ (consultato 12/04/24); Forget ChatGPT: Facial recognition emerges as AI rulebook’s make-or-break issue, POLITICO, 2023 https://www.politico.eu/article/facial-recognition-artificial-intelligence-act-ai-issue-european-parliament/ (consultato 31/10/23).] 

The chapter is structured as follows: this introduction is followed by Section 2, which will cover a brief explanation of what FRT is, the technological advantage provided by the addition of AI to FRT systems, and the impact of such systems on fundamental rights. Section 3 will discuss the pre-existing legal framework applicable to FRTs. Section 4 will then analyse the regulatory regime set up by the AI Act as far as FRTs are concerned. After that, Section 5 will consider the interaction between the AI Act and the existing legal framework with a particular focus on the protection of fundamental rights. Finally, Section 6 will present the conclusions of the chapter.
2. A brief primer to Facial Recognition Technology
According to the European Data Protection Board’s Guidelines 05/2022 on the use of facial recognition technology in the area of law enforcement, adopted on 26 April 2023, ‘[f]acial recognition is a probabilistic technology that can automatically recognise individuals based on their face in order to authenticate or identify them.’[footnoteRef:11] It ‘falls into the broader category of biometric technology’[footnoteRef:12] which includes ‘all automated processes used to recognise an individual by quantifying physical, physiological or behavioural characteristics […]. These characteristics are defined as “biometric data” because they allow or confirm the unique identification of that person.’[footnoteRef:13] [11:  EDPB, Guidelines 05/2022 on the use of facial recognition technology in the area of law enforcement, Version 2.0, 26 April 2023, Paragraph 6.]  [12:  EDPB, Guidelines 05/2022, cit., Paragraph 7.]  [13:  Ibid.] 

Facial recognition technology can perform three functions: identification, verification and categorisation. First, according to Article 3(35) AI Act, ‘“biometric identification” means the automated recognition of physical, physiological, behavioural, or psychological human features for the purpose of establishing the identity of a natural person by comparing biometric data of that individual to biometric data of individuals stored in a database’. Second, “biometric verification” means, according to Article 3(36) AI Act, ‘the automated, one-to-one verification, including authentication, of the identity of natural persons by comparing their biometric data to previously provided biometric data’. Finally, Article 3(40) AI Act defines “biometric categorisation system” as ‘an AI system for the purpose of assigning natural persons to specific categories on the basis of their biometric data, unless it is ancillary to another commercial service and strictly necessary for objective technical reasons’. However, it should be noted that, technically speaking, categorisation is not considered proper facial recognition. In this regard, the ISO/IEC 2387-37 definition of “biometric recognition” under term 37-01-03 on the “harmonized biometric vocabulary” only covers identification and verification. 
Further, FRT has two modalities: real-time and post. According to Article 3(42) AI Act, in a real-time system ‘the capturing of biometric data, the comparison and the identification all occur without a significant delay, comprising not only instant identification, but also limited short delays in order to avoid circumvention’. According to Article 3(43) AI Act, by contrast, ‘“post remote biometric identification system” means a remote biometric identification system other than a real-time remote biometric identification system’. 
To conclude the conceptualisation of modern FRT systems, the addition of AI to FRT systems has entailed two main consequences: first, a boost in accuracy. Pre-AI FRT struggled to recognise faces that were not in “ideal environments”. Therefore, moving faces, poor lighting conditions, and the presence of hair accessories, beards, glasses etc., meant that no identification and/or verification was successful.[footnoteRef:14] However, after the addition of AI machine learning algorithms to modern FRT, all these problems were largely mitigated by exponentially increasing FRT’s accuracy. Second, the addition of AI to FRT gave birth to the categorisation function, also known as face analysis. [14:  K. A. GATES, Our Biometric Future: Facial Recognition Technology and the Culture of Surveillance, NYU Press, 2011.] 

Face analysis applications, in particular, have received a great deal of backlash, especially from academics, due to the lack of scientific evidence that supports this kind of research.[footnoteRef:15] Further, in 2020, more than 1000 researchers wrote a letter to the Springer publishing house to prevent the publication of the paper ‘A Deep Neural Network Model to Predict Criminality Using Image Processing’. The authors of the paper claimed that ‘its algorithm could predict “if someone is a criminal based solely on a picture of their face.”’[footnoteRef:16] According to the authors of the letter, the paper’s claims ‘are based on unsound scientific premises, research, and methods which … have [been] debunked over the years’ and ‘[…] it is impossible to predict criminality without racial bias, because the category of “criminality” itself is racially biased.’[footnoteRef:17] Springer eventually cancelled publication. [15:  L. STARK-J. HUTSON, Physiognomic Artificial Intelligence, in SSRN Electronic Journal, 2021.]  [16:  S. FUSSELL, An Algorithm That «Predicts» Criminality Based on a Face Sparks a Furor, in Wired, (s.d.).]  [17:  Ibidem. See also K. W. BOWYER et al., The “Criminality From Face” Illusion, in IEEE Transactions on Technology and Society, fasc. 1, 4, 2020b, p. 175–183.] 

The abovementioned concerns that have been raised touch upon the risk that FRT systems entail for the rights to equality and non-discrimination. In this context, FRT systems have been highly criticised for the lack of accuracy they display in the case of black people, particularly women.[footnoteRef:18] Moreover, when the results of an FRT match are considered, for instance, for the purpose of arresting people,[footnoteRef:19] the interference with fundamental rights increases further. Other fundamental rights can also be jeopardised by the deployment of FRT. For instance, the use of FRT during protests can deter people from attending such protests, impacting on their rights to freedom of expression and assembly.[footnoteRef:20] In the same vein, the use of FRT to monitor whether women are wearing religious veils[footnoteRef:21] affects their right to freedom of religion. Lastly, as we will further discuss within this chapter, the use of FRT entails a great deal of risks from both a privacy and data protection perspective.  [18:  J. BUOLAMWINI-T. GEBRU, Gender Shades: Intersectional Accuracy Disparities in Commercial Gender Classification, in Proceedings of the 1st Conference on Fairness, Accountability and Transparency, PMLR, 2018, p. 77–91.]  [19:  K. HILL, Eight Months Pregnant and Arrested After False Facial Recognition Match, in The New York Times, 2023; K. JOHNSON, How Wrongful Arrests Based on AI Derailed 3 Men’s Lives, in Wired, (s.d.).]  [20:  M. ZALNIERIUTE, Facial recognition surveillance and public space: protecting protest movements, in International Review of Law, Computers & Technology, 2024, p. 1–20.]  [21:  A. FRANCE-PRESSE, Iranian police plan to use smart cameras to identify ‘violators of hijab law’, in The Guardian, 2023.] 

3. The pre-existing legal framework on FRT
The AI Act is the first piece of legislation to explicitly address Remote Biometric Identification Systems (RBIs) at the European level. This does not mean, however, that there were no previous regulations offering protection of fundamental rights and democratic values against the surveillance power granted by FRT. Actually, many AI systems, including FRTs, process personal data. Data protection legislation, in particular, has become more and more decisive in the age of “dataveillance”[footnoteRef:22], where AI technologies are shaping a new “culture” of surveillance as a whole.[footnoteRef:23] Therefore, its applicability also extends to FRT. [22:  R. CLARKE, Information Technology and Dataveillance, in Communications of ACM, 5, 31, May 1988.]  [23:  D. LYON, The Culture of Surveillance: Watching as a Way of Life, Polity, 2018.] 

At EU level, we refer to the secondary legislation set out in Regulation (EU) 2016/679 (General Data Protection Regulation - GDPR), which combines data protection with market needs to promote the free flow of such data. The aim of the GDPR is also to remedy the limitations manifested by its predecessor, Directive 95/46/EC, and the resulting fragmentation of data protection in the EU.[footnoteRef:24] However, when personal data are processed for the purposes of the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, the applicable legislation is Directive (EU) 2016/680 (Law Enforcement Directive – LED).[footnoteRef:25] This Directive, and its corresponding national implementations, apply both to public authorities and any other public or private entities entrusted by law for those purposes.[footnoteRef:26] In this specific field, data protection is subject to greater limitations due to public and social demands related to the protection of public order and information cooperation between law enforcement authorities. [24:  More recently, see E. KOSTA, E. LEENES (eds.), Research Handbook on EU Data Protection Law, Edward Elgar, 2022.]  [25:  More recently, see E. KOSTA, F. BOEHM (eds.), The EU Law Enforcement Directive (LED). A Commentary, Oxford Univerity Press, 2024.]  [26:  Article 3(7) LED.] 

When moving within the framework of the Council of Europe, on the other hand, we must consider the Convention for the Protection of Individuals with Regard to Automatic Processing of Personal Data, signed in 1981 and amended in 2018 (Convention 108+), which also applies to the public sector.[footnoteRef:27]  [27:  C. DE TERWANGNE, Council of Europe convention 108+: A modernised international treaty for the protection of personal data, in Computer Law and Security Review, 40, 2021. https://doi.org/10.1016/j.clsr.2020.105497. See also Recommendation No. R (87) 15 of the Committee of Ministers “regulating the use of personal data in the police sector” (September 17, 1987).] 

Beyond these hard rules that indirectly affect FRT, it is their implementation in soft law acts that have shaped the regulation that most directly affects these biometric technologies. In the case of EU legislation, we need to look at the opinions and guidelines of the Article 29 Data Protection Working Party,[footnoteRef:28] now the European Data Protection Board,[footnoteRef:29] and documents of national data protection authorities, which are paying increasing attention to the impact of FRT in national contexts.[footnoteRef:30] The contribution of the Consultative Committee of Convention 108 is also very important.[footnoteRef:31] This bundle of regulatory instruments, which also implement the case law of the CJEU and ECtHR, has to some extent influenced the definition of the rules in the AI Act, setting conditions that the new regulation has actually incorporated – we need only consider the relevance of the principles of necessity and proportionality. [28:  ART.29WP, Opinion 02/2012 on facial recognition in online and mobile services, WP 192, 22 March 2012.]  [29:  EDPB, Guidelines 05/2022 on the use of facial recognition technology in the area of law enforcement, Version 2.0, 26 April 2023; but also EDPB, Guidelines 3/2019 on processing of personal data through video devices, Version 2.0, 29 January 2020.]  [30:  See, for example, GARANTE PER LA PROTEZIONE DEI DATI PERSONALI, Provvedimento generale prescrittivo in tema di biometria, 12 November 2014; COMMISSION NATIONALE DE L’INFORMATIQUE ET DES LIBERTÉS, Facial recognition: for a debate living up to the challenges, 19 December 2019; INFORMATION COMMISSIONER’S OFFICE, ICO investigation into how the police use facial recognition technology in public places, 31 October 2019.]  [31:  CONSULTATIVE COMMITTEE OF THE CONVENTION 108, Guidelines on Facial Recognition, T-PD(2020)03rev4, 28 January 2021.] 

Finally, even in the absence of hard law, the regulation of FRT is part of the complex AI governance apparatus, in which technical standards play a prominent role.[footnoteRef:32] The EU Commission, in its Better Regulation Strategy, qualifies standards as a form of co-regulation, whereby legislation refers to these private and voluntary documents developed by recognised standardisation bodies. This may be seen, for example, in the case of image quality standards[footnoteRef:33] or metrics for testing the performance of biometrics systems in terms of error rates and throughput rates and setting requirements on test protocols in order to reduce bias.[footnoteRef:34] [32:  A. TAEIHAGH,  Governance of artificial intelligence, in Policy and Society, 2021, 9 ff.
DOI: 10.1080/14494035.2021.1928377; M. EBERS, Regulating AI and Robotics: Ethical and Legal Challenges, in EBERS M., NAVAS NAVARRO S. (eds.), Algorithms and Law, Cambridge University Press, Cambridge, 2020, 37 ff.]  [33:  ISO/IEC 19794-5:2011 Information technology – Biometric data interchange formats – Part 5: Face image data.]  [34:  ISO/IEC 19795-1:2021 Information technology – Biometric performance testing and reporting – Part 1: Principles and framework.] 

Therefore, before the AI Act came into force, the relevant rules were provided by a mosaic of hard law, soft law and co-regulation, originating both from the EU and the Council of Europe, and state and non-state, public and private actors. This complexity deserves to be taken into account, because – as will be better seen in Section 5 – the AI Act is destined to coexist with this universe of rules and their different underlying rationales. Finally, a further level of complexity will be added by the entry into force of a new instrument aimed directly at AI systems, following the adoption of the recent “Draft Framework Convention on artificial intelligence, human rights, democracy and the rule of law” by the Council of Europe's Committee on Artificial Intelligence on 14 March 2024.

4. The Artificial Intelligence Act
As mentioned within the introduction of this chapter, the regulation of FRT was one of the hottest topics during the regulatory journey of the AI Act. Although FRT is not explicitly regulated within the Act, it belongs to the category of RBIs which is the terminology that the regulation uses to tackle FRT and other biometric systems, such as voice or gait recognition ones. The final text is quite in line with the first proposal from 2021, which banned the use of RBIs with multiple exceptions. 
The Parliament´s negotiating position version of the text from June 2023 was the strictest with RBIs and FRT. It prohibited the use of both real-time and ex-post RBIs in the EU (except in cases of severe crime and pre-judicial authorisation for ex-post use). Further, it banned all biometric categorisation systems using sensitive characteristics (e.g. gender, race, ethnicity, citizenship status, religion, political orientation), predictive policing systems (based on profiling, location or past criminal behaviour), emotion recognition systems (used in law enforcement, border management, workplace, and educational institutions), and AI systems using indiscriminate scraping of biometric data from social media or CCTV footage to create facial recognition databases. However, as mentioned above, the final version of the text is closer to the positions of the Commission and the Council, despite many voices, such as the European Data Protection Supervisor and the European Data Protection Board, calling for a stricter regime closer to the Parliament's approach.[footnoteRef:35] [35:  EDPB-EDPS Joint Opinion 5/2021 on the proposal for a Regulation of the European Parliament and of the Council laying down harmonised rules on artificial intelligence (Artificial Intelligence Act), 2021, https://edpb.europa.eu/system/files/2021-06/edpb-edps_joint_opinion_ai_regulation_en.pdf accessed 19 April 2024.] 

4.1 Conceptualising FRT
Before digging into the legal regime applicable to RBIs and therefore FRT, it is necessary to briefly discuss the conceptualisation that the EU legislator has made of such technologies. This question is not trivial since, as we lightly touched upon within Section 2 of this chapter, the definition and proper conceptualisation of FRT is not a straightforward question. 
The final AI Act version distinguishes between the identification, verification (including authentication) and categorisation functions. While the AI Act differentiates between verification and authentication, this position is not unanimously held by different stakeholders. For instance, the European Data Protection Board equates verification to authentication within their Guidelines 05/2022.[footnoteRef:36] Technically speaking, the ISO harmonized biometric vocabulary differentiates between authentication, which defines as ‘act of proving or showing to be of undisputed origin or veracity’[footnoteRef:37] as opposed to biometric verification ‘process of confirming a biometric claim […] through comparison’.[footnoteRef:38] To put it simply, authentication is the process of ascertaining the identity of a person. Verification, on the other hand, aims to confirm that something is true. Explictly, the harmonized biometric vocabulary adds that ‘[u]se of the term “authentication” as a substitute for biometric verification is deprecated’.[footnoteRef:39] As explained before, the AI Act acknowledges the distinction, although it does not explain what it means in its view or references any external source. [36:  Paragraph 10]  [37:  See ISO/IEC 2382-37:2022 definition of ‘authentication’ under term 37.08.01 on the harmonized biometric vocabulary.]  [38:  See ISO/IEC 2382-37:2022 definition of ‘biometric verification’ under term 37.08.01 on the harmonized biometric vocabulary.]  [39:  See ISO/IEC 2382-37:2022 definition of ‘biometric verification’ note 2 under term 37.08.01 on the harmonized biometric vocabulary.] 

The only legal repercussion that such a distinction entails regards the notion of biometric data. According to Recital 14 of the AI Act, ‘[b]iometric data can allow for the authentication, identification or categorisation of natural persons and for the recognition of emotions of natural persons.’ The immediate question, therefore, is whether this implies that FRT verification systems do not process biometric dataThe definition of biometric verification from Article 3(36) AI Act seems to debunk this claim since it specifically mentions the comparison of biometric data. The existence of different conceptualisations such as whether FRT entails categorisation systems, as previously explained. or whether face authentication and verification are the same thing depending on the legal or a technical point of view one adopts can have legal consequences. These consequences can cause uncertainty not only for the industry but also for the subjects to these FRT systems. Finally, such uncertainty might end up in a lack of adequate and effective legal protection by the regulation.
4.2 Prohibited uses and exceptions
Among the prohibited AI practices the new Regulation mentions ‘the use of “real-time” remote biometric identification systems in publicly accessible spaces for the purposes of law enforcement’.[footnoteRef:40] According to Recital 32, this specific use of RBIs, and FRTs in particular, is considered ‘particularly intrusive to the rights and freedoms of the concerned persons, to the extent that it may affect the private life of a large part of the population, evoke a feeling of constant surveillance and indirectly dissuade the exercise of […] fundamental rights’; ‘[t]echnical inaccuracies […] can lead to biased results and entail discriminatory effects’; moreover, ‘the immediacy of the impact and the limited opportunities for further checks or corrections in relation to the use of such systems operating in real-time carry heightened risks for the rights and freedoms’. The new rules therefore reflect an awareness of the risks associated with these surveillance technologies. As a result, there is also a broad concept of “publicly accessible space”, regardless of ownership, access conditions, capacity restrictions, or the activity for which the space may be used.[footnoteRef:41] [40:  Art. 5(1)(h) AI Act. G. MOBILIO, Your face is not new to me – Regulating the surveillance power of facial recognition technologies, in Internet Policy Review, 12(1), 2023, 1-31, https://doi.org/10.14763/2023.1.1699]  [41:  Art. 3(1)(44) and Rectital 19 AI Act.] 

With this specific ban, the AI Act follows a hard rules and top-down approach. In this respect, and more generally, the AI Act introduces a risk-based regulation,[footnoteRef:42] which has been criticised for two reasons. On the one hand, it was not primarily conceived as a regulation to protect rights, but rather to ensure the safety of products.[footnoteRef:43] In fact, the main legal basis for this Regulation is explicitly found in Article 114 TFEU, which concerns the establishment of the internal market, achieved through the definition of harmonised rules for the placing on the market, the putting into service and the use of high-risk AI systems. On the other hand, it provides for excessive involvement of the operators, especially for high risk systems. When it comes to these systems, the rules draw inspiration from the New Legislative Framework, which requires providers to have a “quality management system”[footnoteRef:44] to ensure compliance with the new requirements of the regulation and a “risk management system”,[footnoteRef:45] as well as requiring products to undergo a “conformity assessment” in order to affix the CE mark before they can be placed on the market.[footnoteRef:46] In the case of the real-time use of RBIs in public spaces for law enforcement purposes, by contrast, it is the European legislator who establishes a presumption of endangerment of fundamental rights, thus abandoning an approach that risks relying too much on private self-assessment systems and being too prone to market logic. This need to protect rights is demonstrated by the fact that, with these specific rules, the AI Act implements Art. 16 TFEU, concerning personal data protection, and not Art. 114 TFEU.[footnoteRef:47] Moreover, these rules will enter into force six months after the publication of the Regulation, thus before all the other rules for high risk systems.[footnoteRef:48] [42:  G. De GREGORIO, P. DUNN,  The European risk-based approaches: Connecting constitutional dots in the digital age, in Common Market Law Review, 59(2), 2022, 473-500, https://doi.org/10.54648/COLA2022032.]  [43:  G. MAZZINI, S. SCALZO, The Proposal for the Artificial Intelligence Act: Considerations around Some Key Concepts, in C. CAMARDI (a cura di), La via europea per l’Intelligenza Artificiale, Cedam, Milano, 2023, 21 ss.]  [44:  Art. 18 AI Act.]  [45:  Art. 9 AI Act.]  [46:  Art. 43 AI Act.]  [47:  Recital 3 AI Act.]  [48:  Art. 113 AI Act.] 

However, this approach is weakened – and at risk of being circumvented – by the broad exceptions to the ban. This particular use of RBIs is allowed under a number of circumstances which, it has been argued, ‘hardly deserve to be called a “prohibition”’.[footnoteRef:49] [49:  N.A. SMUHA ET AL., How the EU can achieve legally trustworthy AI: A response to the European Commission’s Proposal for an Artificial Intelligence Act, 2021, p. 25. https://doi.org/10.2139/ssrn.3899991.] 

Firstly, law enforcement authorities can deploy FRTs when ‘strictly necessary’ for the objectives of: the ‘targeted search for specific victims’ of several major crimes[footnoteRef:50] or missing persons; preventing a ‘specific, substantial and imminent threat’ to the life of people, or a genuine, present or foreseeable threat of terrorist attack; and investigating, or prosecuting perpetrators or suspects for crimes sentenced to a punishment of at least four years for the crimes listed in Annex II. The reference to this annex was introduced in the version of the draft approved by Coreper in January 2024 after the political agreement reached by the trilogue, whereas the text previously referred to the offences mentioned in the Decision on the European Arrest Warrant, [footnoteRef:51] some of which are not particularly serious (e.g. corruption or fraud).[footnoteRef:52] [50:  Victims of abduction, trafficking in human beings or sexual exploitation of human beings (Art. 5(1)(h)(i) AI Act).]  [51:  Council Framework Decision 2002/584/JHA of June 13, 2002.]  [52:  V.L. RAPOSO, Ex machina: Preliminary critical assessment of the European Draft Act on artificial intelligence, in International Journal of Law and Information Technology, 30(1), 2022, 88–109. https://doi.org/10.1093/ijlit/eaac007, p. 96.] 

In terms of the actual deployment of FRTs,[footnoteRef:53] law enforcement authorities can only use them ‘to confirm the identity of the specifically targeted individual’. This specification is intended to exclude the possibility of practices, such as massive image scraping (so called “fishing expeditions”), which could lead to generalised and indiscriminate surveillance. In addition, the AI Act mentions several elements that should be considered as conditions for any decision on the use of FRT, namely the nature of the situation giving rise to the possible use and the consequences for rights and freedoms. Furthermore, law enforcement authorities should comply ‘with necessary and proportionate safeguards and conditions’, as regards ‘the temporal, geographic and personal limitations’.  [53:  Art. 5(2) AI Act.] 

Moreover, each individual use must be authorised by a prior national judicial authority or independent administrative authority, whose decision is binding.[footnoteRef:54] An exception is made for ‘urgent cases’, where authorisation must be requested ‘without undue delay’ and within 24 hours at the latest, otherwise the use must be immediately stopped and the data, results and outputs deleted.[footnoteRef:55] Such authorisation will be granted only on the basis of ‘objective evidence’ and ‘clear indications’ in terms of ‘necessity for and proportionality to’ the objectives, with specific attention to ‘what is strictly necessary’ regarding the period of time and geographic and personal scope.[footnoteRef:56] As a further guarantee, no decision that produces an adverse legal effect on a person may be taken based solely on the output of “real-time” RBIs.[footnoteRef:57] [54:  Art. 5(3) AI Act.]  [55:  Art. 5(3) AI Act.]  [56:  Art. 5(3) AI Act.]  [57:  Art. 5(3) AI Act.] 

A notable innovation introduced after the December 2023 trilogue was the establishment of an obligation for law enforcement authorities to carry out a fundamental rights impact assessment, according to Art. 27, before using RBIs, and to register the system in the EU database, according to Art. 49.[footnoteRef:58] These provisions confirm the awareness of the implications for fundamental rights arising from the potential massive deployment of these AI systems, and not only from security risks. Furthermore, each use of RBIs discussed here must be notified to the relevant market surveillance authority and to the national data protection authority,[footnoteRef:59] which must then submit annual reports on such use to the EU Commission.[footnoteRef:60] The EU Commission will in turn publish annual reports on these uses, aggregating data from all the Member States.[footnoteRef:61] [58:  Art. 5(2) AI Act. In duly justified cases of urgency, the use of such systems may be commenced without the registration in the EU database, which should be completed “without undue delay”.]  [59:  Art. 5(4) AI Act.]  [60:  Art. 5(6) AI Act.]  [61:  Art. 5(7) AI Act.] 

Notwithstanding that the regulation is the chosen source of law for the AI Act, national laws will play a crucial role in defining the rules on RBIs and FRTs. On the one hand, each Member State may opt for a stricter regime by only partially authorising the use of the technologies discussed here.[footnoteRef:62] On the other, Member States will necessarily have to adopt national legislation in order to regulate the authorisation by national judicial or independent administrative authorities, also specifying the objectives and criminal offences that may justify the use of such technologies.[footnoteRef:63] Member States must also lay down rules on notification to the competent market surveillance authority and the national data protection authority.[footnoteRef:64] Thus, as specified in Recital 37, the real-time use of RBIs in public spaces for law enforcement purposes “should only be possible where and in as far as the Member State concerned has decided to expressly provide for the possibility to authorise such use in its detailed rules of national law”. However, the reference to national law risks being too broad and leaving too much discretion to the Member States when it comes to providing sufficient guarantees for citizens, for example as regards the intervention of judicial or independent administrative authorities, [footnoteRef:65] thus leading to possible discrimination between Member States. [62:  Art. 5(5) AI Act.]  [63:  Art. 5(5) AI Act.]  [64:  Art. 5(4) AI Act.]  [65:  I. BARKANE, Questioning the EU proposal for an Artificial Intelligence Act: The need for prohibitions and a stricter approach to biometric surveillance, in Information Polity, 27, 2022, 155.] 

Finally, FRTs are also expressly subject to the conditions set for the category of high risk uses of AI,[footnoteRef:66] for example – as better explained in Chapter XXX – in terms of data quality in order to avoid bias in facial recognition.[footnoteRef:67]  [66:  Annex III(1) AI Act.]  [67:  Art. 10 AI Act.] 

As a result, FRT will be regulated by specific EU and national legislation, and its employment will be governed by a set of conditions and procedures for a strict case-by-case assessment under the supervision of independent (possibly judicial) public authorities distinct from law enforcement. In this way, the regulation of FRT laid down by the AI Act seeks to meet the requirements of the established case law of the CJEU on limitations to the protection of personal data, and future national implementing legislation is deemed to be subject to these requirements.[footnoteRef:68] Derogations and restrictions to this right will only apply insofar as they are genuinely essential. Thus, legislation must establish clear and precise rules governing the scope and application of the measure in question, as well as safeguards to ensure that the individuals whose data has been processed have adequate guarantees to effectively protect their personal data from abuse and any unauthorised access or use. The requirement for such protections is especially important when personal data is exposed to automatic processing and there is a considerable danger of unauthorised access to the data. Further, internal or external, such as judicial, permission of the deployment of FRT may serve as protections and may be required in specific circumstances of serious interference. The regulations established must be tailored to the unique scenario, such as the amount of data processed, the type of such data (i.e. biometric data), and the danger of unauthorised access to it. This asks for regulations that control the protection and security of the data in issue in a clear and stringent manner to ensure its full integrity and confidentiality.  [68:  See, for instance, joined Cases C–296/93 France ν. Commission and C–307/93 Ireland ν. Commission [1996] ECR I-795; Case C-142/05 Åklagaren v, Percy Mickelsson and Joakim Roos [2009] ECR I-04273; Case C-210/03 Swedish Match AB and Swedish Match UK Ltd [2004] ECR I-11893; Case C–280/93, Germany v. Council [1994] I – 5039; joined Cases C–453/03, C–11/04, C–12/04 and C–194/04, ABNA Ltd et al. v. Secretary of State for Health et al. [2005] ECR I–10423 and Case C–179/84 Bozzetti v. Invernizzi [1985] ECR 2301.] 

3.3 Other prohibited uses and exceptions
Articles 5(1)(e) and (f) AI Act also prohibit the deployment and use of ‘AI systems that create or expand facial recognition databases through the untargeted scraping of facial images from the internet or CCTV footage’, and ‘AI systems to infer emotions of a natural person in the areas of workplace and education institutions’. Both cases are applicable to FRT. Paragraph (e) could refer, for instance, to the service Clearview AI, a US company that provides facial recognition software for law enforcement purposes.[footnoteRef:69] Paragraph (f) might apply, for instance, to face analysis systems for attention detection both within the school and the workplace.[footnoteRef:70] However, the paragraph prevents an exception, named ‘where the use of the AI system is intended to be put in place or into the market for medical or safety reasons.’ [69:  Clearview AI | Facial Recognition, Clearview AI, s.d. https://www.clearview.ai (consultato 14/04/24).]  [70:  G. Mobilio 2024, forthcoming; L. STARK et al., “I Don’t Want Someone to Watch Me While I’m Working”: Gendered Views of Facial Recognition Technology in Workplace Surveillance, cit. A deeper analysis on the AI Act legal regime applicable to FRT systems for these purposes can be found within Chapter X (Isadora and Paolo) of this volume.] 

This exception might refer to FRT categorisation systems used, for instance, to diagnose depression and mental health illness more broadly, from face images.[footnoteRef:71] However, as previously mentioned, these kinds of systems have been severely criticised.[footnoteRef:72] According to research, there are three distinct misconceptions about how emotions are expressed and perceived in facial movements. The relationship between facial expressions and emotions is not reliable (i.e., the same emotions are not always expressed in the same way), specific (the same facial expressions do not consistently indicate the same emotions), or generalisable (the effects of different cultures and contexts have not been adequately documented).[footnoteRef:73] However, the inclusion of these systems within the AI Act regulation seems to grant them some kind of recognition. Or it could be that the EU legislator is considering potential future applications. [71:  A. LAFRANCE, Machines That Can See Depression on a Person’s Face, The Atlantic, 2015 https://www.theatlantic.com/technology/archive/2015/10/machines-that-can-see-depression-on-a-persons-face/411229/ (consultato 14/04/24); B. K. C. POKURI et al., Mental Illness Detection with Facial Movements using Neural Networks, in 2022 International Conference on Recent Trends in Microelectronics, Automation, Computing and Communications Systems (ICMACC), 2022, p. 82–87.]  [72:  L. F. BARRETT et al., Emotional Expressions Reconsidered: Challenges to Inferring Emotion From Human Facial Movements, in Psychological Science in the Public Interest, fasc. 20, 1, 2019, p. 1–68.]  [73:  Ibidem.] 

3.4 Non-prohibited uses 
Annex III AI Act lists the FRT systems that are considered high-risk. Such systems are allowed to be used subject to certain requirements.[footnoteRef:74] Further, Article 26(10) AI Act deals with judicial and administrative authorization for the ex-post use of FRT for law enforcement purposes. [74:  For a more in-depth analysis on the regulation of high-risk systems within the AI Act, see chapter XXX within this volume.] 

First, Annex III establishes that post biometric systems (including FRT) are permitted, subject to compliance with EU and Member States law. In this context, RBIs are considered high-risk AI systems unlike biometric verification systems, which are not high-risk according to paragraph 1(a) Annex III. No mention of authentication systems is made in this respect. Following the definition of biometric verification from Article 3 AI Act, it seems plausible that authentication systems are also excluded as they belong to the category of biometric verification.[footnoteRef:75] Moreover, it has been questioned whether ex post use can actually be considered less dangerous than real time use.[footnoteRef:76] The distinction is justified by the fact that “ex post” use is “likely to have a minor impact on fundamental rights” compared to “real time” use “which may be used for the processing of the biometric data of a large number of persons”.[footnoteRef:77] However, we cannot exclude the possibility that the former would not be less intrusive than the latter, since the intrusiveness does not necessarily depend on the length of time within which the biometric data is processed, and a mass identification system is able to identify thousands of individuals in only a few hours.[footnoteRef:78] [75:  See also Recital 17 AI Act, which also exclude from the notion of RBIs AI systems intended to be used for biometric verification, “which includes authentication”.]  [76:  A. SCHRÖDER, 'Real-time’ versus ‘post’ remote biometric identification systems under the AI Act, in ALTI Forum, 14 October 2022. https://alti.amsterdam/schroder-biometric/]  [77:  Recital 17 AI Act.]  [78:  EDPB-EDPS Joint Opinion 5/2021, cit., §31.] 

Second, both biometric categorisation systems which use sensitive or protected attributes or characteristics or that infer those attributes or characteristics and emotion recognition systems are considered high-risk (Paragraphs 1(b) and (c). Here FRT are not supposed to be used in the areas of education or the workplace, so as not to fall under the prohibited AI practices. However, despite being outside these fields, doubts remain about the accuracy and reliability of these systems in categorising people, with the consequent risk of exposure to discrimination and serious implications for fundamental rights as described in Section 2. 
Third, FRT systems ‘intended to be used for monitoring and detecting prohibited behaviour of students during tests in the context of or within educational and vocational training institutions.’ are also considered high-risk (Paragraph 3(d). Proctoring systems using FRT were widely used during the COVID-19 pandemic and many Data Protection Authorities across Europe declared their use unlawful and/or subject to certain requirements, including proportionality and necessity.[footnoteRef:79]  [79:  Garante per la protezione dei dati personali, Verifica preliminare. Riconoscimento via webcam dei partecipanti a corsi di formazione in diretta streaming – 26 luglio 2017 [doc. web n. 6826368]; Ordinanza ingiunzione nei confronti di Università Commerciale “Luigi Bocconi” di Milano – 16 settembre 2021 [doc. web n. 9703988]; Comissão Nacional de Proteção de Dados, Deliberação/2021/622; Autoridad Española de Protección de Datos, N/REF: 0036/2020 Procedimiento Nº: E/05454/2021; Agència Catalana de Protecció de Dades, Resolució del procediment sancionador núm. 49/2019, referent a l’Institut Enric Borràs de Badalona, dependent del Departament d’Educació] 

Fourth, paragraph 4(b) Annex III declares high-risk AI systems ‘to monitor and evaluate the performance and behaviour of persons in such relationships [work-related]’. Attention monitoring or surveillance systems using FRT in workplace environments could be included in this category.[footnoteRef:80]  [80:  L. STARK et al., “I Don’t Want Someone to Watch Me While I’m Working”: Gendered Views of Facial Recognition Technology in Workplace Surveillance, cit.] 

Finally, ‘AI systems intended to be used by or on behalf of law enforcement authorities or by Union institutions, bodies, offices or agencies in support of law enforcement authorities as polygraphs or similar tools’ are also high risk according to paragraph 6(b) Annex III. “Lie detectors” empowered by FRT have been quite controversial technologies.[footnoteRef:81] As happened with FRT categorisation systems, the insufficient scientific evidence behind the functioning of these systems has deemed them untrustworthy[footnoteRef:82] and even contested before the CJEU.[footnoteRef:83] [81:  Lie detectors have always been suspect. AI has made the problem worse., MIT Technology Review, s.d. https://www.technologyreview.com/2020/03/13/905323/ai-lie-detectors-polygraph-silent-talker-iborderctrl-converus-neuroid/ (consultato 14/04/24).]  [82:  J. SÁNCHEZ-MONEDERO-L. DENCIK, The politics of deceptive borders: ‘biomarkers of deceit’ and the case of iBorderCtrl, in Information, Communication & Society, fasc. 25, 3, 2022, p. 413–430.]  [83:  Case T‑158/19, Patrick Breyer v European Research Executive Agency (REA) [2021] ECLI:EU:T:2021:902] 

Moreover, Article 2(3) AI Act establishes a series of exceptions for the scope of application of the regulation¨:
‘[t]his Regulation […] shall not, in any event, affect the competences of the Member States concerning national security […] does not apply to AI systems where and in so far they are placed on the market, put into service, or used with or without modification exclusively for military, defence or national security purposes, regardless of the type of entity carrying out those activities. This Regulation does not apply to AI systems which are not placed on the market or put into service in the Union, where the output is used in the Union exclusively for military, defence or national security purposes, regardless of the type of entity carrying out those activities.’
First, whether the use of FRT, particularly by law enforcement, could be considered in some cases to fulfil national security purposes is an open question. Since there is no unitary definition of what ‘national security’ entails, there is a high risk of using it as an ‘excuse’ to legitimate the use of FRT for purposes that could have been achieved by using other less restrictive means. However, there are situations where the use of FRT could be considered in line with national security purposes. This technology was highly used during the COVID-19 pandemic[footnoteRef:84] for multiple uses such as monitoring quarantine compliance, use of face masks, proctoring or temperature measuring.[footnoteRef:85] In this case, it could be argued that the use of FRT had national security purposes (more specifically within the area of public health), and this could exclude the application of the AI Act. [84:  F. M. DE ABREU DUARTE, F. PALMIOTTO, Sovereignty, technology and governance after COVID-19 : legal challenges in a post-pandemic Europe, Hart Publishing, 2022.]  [85:  M. VAN NATTA et al., The rise and regulation of thermal facial recognition technology during the COVID-19 pandemic, in Journal of Law and the Biosciences, fasc. 7, 1, 2020.] 

Second, the use of FRT for military purposes has gained traction, particularly after its use in the war in Ukraine.[footnoteRef:86] In this context, FRT can be used to unveil covert agents, reveal the identity of soldiers who committed war crimes and identify dead soldiers, among other purposes.[footnoteRef:87] Again, in those cases, the use of FRT will be out of the scope of the AI Act and the abovementioned discussed rules governing its design, deployment and use will not be applicable with the consequent lack of protection for those subject to the technology. It should be considered, particularly in war scenarios, that the impact of a false positive by an FRT system can have substantial consequences for fundamental rights, including the right to dignity, the right to life (Article 2 Charter), the right to the integrity of the person (Article 3 Charter), the prohibition of torture and inhuman or degrading treatment or punishment (Article 4 Charter) or the right to liberty and security (Article 6 Charter), among others. [86:  N. MENENDEZ, Does the end justify the means? — The Digital Constitutionalist, 2022 https://digi-con.org/does-the-end-justify-the-means/ (consultato 04/07/23).]  [87:  J. ESPINDOLA, Facial Recognition in War Contexts: Mass Surveillance and Mass Atrocity, in Ethics & International Affairs, fasc. 37, 2, 2023, p. 177–192.] 

[bookmark: _Hlk167369559][bookmark: _Hlk167369536]Finally, prior to the text approved by the Coreper in January 2024, the AI Act excluded from its scope FRTs deployed by large-scale IT systems managed by the EU in the area of Freedom, Security and Justice. These huge infrastructures are designed to improve smart border controls, including through the sharing of data – such as biometric templates extracted from facial images – among public authorities.[footnoteRef:88] In its final version, Art. 111 of the the AI Act sets out that these specific applications of FRTs “shall be brought into compliance with [the] Regulation by 31 December 2030”, although the new requirements “shall be taken into account” in the “evaluation of each large-scale IT system” and when the relevant legal acts are replaced or amended. [88:  A specific Annex lists the large-scale IT systems, including the Schengen Information System, the Visa Information System, the Eurodac (whose amendments are still in progress), the Entry/Exit System, the European Travel Information and Authorisation System, the European Criminal Records Information System on third-country nationals and stateless persons, and the two Regulations on the interoperability of all these systems.] 


5. The interactions between the AI Act and the existing regulatory framework
Now that the new provisions of the AI Act have been analysed, it is possible to provide some insights into their impact on the existing legislation. As mentioned in Section 3, the new regime overlaps with a complex regulatory and governance structure, in particular in the area of personal data protection. Both the EDPB and the EDPS have stressed in particular that it is crucial to ensure clarity on the relationship between the new Regulation and existing legislation.[footnoteRef:89] Many ambiguities are bound to arise because the rules of the AI Act regarding the “real-time” use of FRT by law enforcement authorities in public space apply as a lex specialis in relation to the LED.[footnoteRef:90] The issue is very complex, because it is necessary to examine the relationship between principles and provisions of the two frameworks. On the one hand, the comparison is between EU and national rules, both in relation to the regulation of data protection and AI systems. As regards the latter, Member States’ laws will be indispensable, not only for the reasons mentioned in Section 3.2, but also because, as stated in Recital 38 of the AI Act, the new Regulation does not provide a sufficient legal basis under data protection law, and therefore national laws should authorise the processing of biometric data.[footnoteRef:91] On the other hand, the relationship between the two frameworks creates different scenarios. [89:  EDPB-EDPS, Joint Opinion 5/2021, cit., §15.]  [90:  Recital 23 AI Act.]  [91:  Art. 10 LED.] 

In some parts the AI Act explicitly references personal data protection legislation. This may be seen in the case of the fundamental rights impact assessment (FRIA) as per Art. 27 of the AI Act, which was introduced taking into account the experience of the data protection impact assessment (DPIA) as defined in Art. 35 of the GDPR and Art. 27 of the LED. Both assessment instruments share an ex ante approach, a rights-based focus on risk assessment, a lifecycle consideration, and an expert-based nature, but the FRIA seeks to overcome the limitations of the DPIA in its application to AI technologies.[footnoteRef:92] Given this proximity between the two assessment tools, the AI Act establishes that ‘if any of the obligations laid down […] is already met’ through the DPIA, the FRIA ‘shall complement’ the DPIA. [92:  A. MANTELERO, The Fundamental Rights Impact Assessment (FRIA) in the AI Act: roots, legal obligations and key elements for a model template, 30 March 2024. Available at SSRN: https://ssrn.com/abstract=4782126] 

In other parts the two pieces of legislation basically overlap, but the AI Act strengthens the protection of fundamental rights. Let us consider the prohibition, laid down in data protection legislation, against subjecting a person to a decision based solely on automated processing which produces legal or similarly significant effects,[footnoteRef:93] although it has many exceptions.[footnoteRef:94] Art. 5(3) of the AI Act, by contrast, sets out a stricter prohibition, specifying that ‘no decision that produces an adverse legal effect on a person may be taken based solely on the output of “real-time” RBIs’.[footnoteRef:95] In the same vein, data protection legislation declares the right to obtain human intervention in the case of automated individual decision-making, while the AI Act provides for stricter requirements for human oversight in all cases,[footnoteRef:96] specifically stating that two individuals with the necessary competence, training and authority must separately verify and confirm a facial recognition match, after being able to correctly interpret the system’s output and decide whether to disregard, override or reverse it (but an exception is made for law enforcement purposes where the law deems this requirement disproportionate).[footnoteRef:97] A step forward is made also in terms of transparency obbligations. Without entering into the debate about whether the AI Act has introduced a right to a general explanation,[footnoteRef:98] we may note that Art. 13 of the AI Act stipulates that high-risk AI systems must be designed and developed in such a way as to ensure that their operation is sufficiently transparent to enable deployers to interpret a system’s output, to use it appropriately and to ensure compliance with the AI Act itself.[footnoteRef:99] High-risk AI systems must also be accompanied by instructions related, ‘where applicable’, to the technical capabilities and characteristics of the AI system “to provide information that is relevant to explain its output”.[footnoteRef:100] These instructions must also ‘enable deployers to interpret the output of the high-risk AI system and use it appropriately’.[footnoteRef:101] This is something more than what data protection legislation offers when, in its recitals, it declares the right ‘to obtain an explanation of the decision’[footnoteRef:102] or establishes an obligation to provide information on the existence of automated decision-making processes, the underlying mechanisms (logics) behind the automated decision-making performed, as well as the significance and potential consequences of such processing.[footnoteRef:103] In addition, the information that the provider is required to provide to the deployer under the AI Act also facilitates the deployer’s compliance with the obligation to provide such information to data subjects under the data protection legislation. [93:  Art. 22 GDPR, Art. 11 LED.]  [94:  According to the GDPR full automated individual decision-making is allowed in case of explicit consent, provision in a contract, authorisation by Union or national law laying down suitable measures to safeguard the data subject’s rights and freedoms and legitimate interests (Art. 22(2)). The latter exception is also envisaged by the LED (Art. 11(1)).]  [95:  Art. 5(3) AI Act.]  [96:  Art. 14(5) AIA.]  [97:  G. MAZZINI, S. SCALZO, The Proposal for the Artificial Intelligence Act, cit., p. 15.]  [98:  For an overview of different positions, see F. WALKE ET AL., Artificial Intelligence Explainability Requirements of the AI Act and Metrics for Measuring Compliance, in Wirtschaftsinformatik 2023 Proceedings, 77, 2023. https://aisel.aisnet.org/wi2023/77; C. PANIGUTTI ET AL., The role of explainable AI in the context of the AI Act, in 2023 ACM Conference on Fairness, Accountability, and Transparency (FAccT ’23), 2023. https://doi.org/10.
1145/3593013.3594069]  [99:  Art. 13(1) AI Act.]  [100:  Art. 13(3)(b)(iv) AI Act.]  [101:  Art. 13(3)(b)(vii) AI Act.]  [102:  Recitals 71 GDPR and 38 LED.]  [103:  Artt. 13(2)(f), 14(2)(g), and 15(1)(h) GDPR. See R. HAMON ET AL., Bridging the Gap Between AI and Explainability in the GDPR: Towards Trustworthiness-by-Design, in Automated Decision-Making, IEEE Computational Intelligence Magazine, 17(1), February 2022.] 

However, many rules of the two pieces of legislation do not exactly overlap, so it is important to understand which framework applies and what the consequences are for the protection of fundamental rights. Let us consider the overriding issue of the definition of biometric data. According to the AI Act, the notion of biometric ‘should be interpreted’ in light of the notion of biometric data as defined in personal data protection legislation.[footnoteRef:104] However, while the data protection legislation defines biometric data as data resulting from (i) specific technical processing of (ii) personal data relating to the physical, physiological or behavioural characteristics, with the aim of (iii) uniquely identifying a person, the AI Act provides a different definition of biometric data, omitting the purpose of identification.[footnoteRef:105] The new Regulation couples the definition of biometric data with the further definitions of “biometric categorisation system”, as mentioned in Section 2, or “emotion recognition system”, which is an ‘AI system for the purpose of identifying or inferring emotions or intentions of natural persons on the basis of their biometric data’.[footnoteRef:106] Thus, on the one hand, with these last two examples the AI Act extends the protection of biometric data to data that is not considered biometric under the GDPR. Indeed, AI systems that deploy FRT to infer emotions or to categorise individuals do not imply identification in the strict sense, as instead required by the GDPR in order to protect data qualified as biometric. On the other hand, however, the new Regulation creates a mismatch that risks leading to many uncertainties in the reconstruction of the protection regime. [104:  Recital 14 AI Act.]  [105:  Art. 3(1)(34) AI Act.]  [106:  Art. 3(1)(39) AI Act.] 

The AI Act is expected to have an impact on another layer of regulation at the EU level, which is the existing technical standards for FRTs. The new Regulation has been criticised because it leaves the definition of technical solutions largely up to “harmonised standards” that will be adopted in the future by European standardisation organisations.[footnoteRef:107] Providers applying these standards to AI systems will be able to invoke the presumption of conformity with the requirements set out in the AI Act.[footnoteRef:108] This approach raises ethical and legal concerns, as standards developing organisations are private and democratically unaccountable bodies, while their decision-making processes lack transparency, inclusiveness, accountability and judicial oversight.[footnoteRef:109] This over-reliance on harmonised standards is demonstrated by the fact that the standardisation process had already begun even before the political content of the new regulation was defined, as the Commission already formalised a request for standardisation to the European bodies in May 2022.[footnoteRef:110] With regard to FRTs, the EU legislator will have to decide whether to rely on existing standards, which would make them even more binding, or to adopt new ones. More generally, however, the standardisation process faces difficulties in adapting the large number of standards needed to implement the new rules to the specific applications and contexts in which versatile AI technologies, such as FRTs, will be used. Indeed, specific standards for AI need to be carefully evaluated as to their ability to meet the kinds of concrete requirements that exist in other (analogue and digital) domains.[footnoteRef:111] Finally, the Commission may adopt “common specifications” in cases where the request for standardisation submitted to the European Standardisation Organisations is not accepted or the standards are not appropriate to the request, also in terms of the protection of fundamental rights.[footnoteRef:112] [107:  M. EBERS, Standardizing AI – The Case of the European Commission's Proposal for an Artificial Intelligence Act, in L.A. DIMATTEO, M. CANNARSA, C. PONCIBÒ (Eds.), The Cambridge Handbook of Artificial Intelligence: Global Perspectives on Law and Ethics, Cambridge University Press., 2022, pp. 321 ss.]  [108:  Art. 40 AI Act.]  [109:  See also EDRI, The role of standards and standardisation processes in the EU’s Artificial Intelligence (AI) Act, 2022. https://edri.org/wp-content/uploads/2022/05/The-role-of-standards-and-standardisation-processes-in-the-EUs-Artificial-Intelligence-AI-Act.pdf]  [110:  EUROPEAN COMMISSION, Commission implementing Decision on a standardisation request to the European Committee for Standardisation and the European Committee for Electrotechnical Standardisation in support of Union policy on artificial intelligence, C(2023) 3215 final, 22.5.2023.]  [111:  S. GARRIDO ET AL., AI Watch: Artificial Intelligence Standardisation Landscape Update, Publications Office of the European Union, Luxembourg, 2023, doi:10.2760/131984, JRC131155.]  [112:  Art. 41 AI Act.] 

The new Regulation will also coexist with other legislative initiatives and national case-law with regard to the governance of FRT.First, an opinion from the Spanish DPA (Agencia Española de Protección de Datos) from 2019 studies the compatibility of the use of FRT for public security purposes.[footnoteRef:113] More specifically, the opinion discusses the use of FRT within the context of Regulation 5/2014 from 4 April on private security. The Spanish DPA clarifies that the video surveillance systems regulated in the Spanish legislation “Reglamento General de Protección de Datos” and Regulation 5/2014 only allow capturing and recording image and sound, and it is not permitted to use other more intrusive technologies for privacy, such as facial or voice recognition. Therefore, to use this type of treatment under the umbrella of essential public interest, it would be necessary to approve a law that provides for it and specifically justifies to what extent and in what cases these systems respond to an essential public interest. Such a law has not even proposed at the moment.  [113:  N/REF: 010308/2019] 

Second, on 1 December 2021, the Italian Parliament passed a law that introduced a moratorium on video surveillance systems that used FRT.[footnoteRef:114] In this way, Italy was the first EU Member State to introduce a temporary ban on private entities using such systems in public places or places accessible to the public.[footnoteRef:115] The moratorium was in force until 31 December 2023 but, in May 2023, it was prorogued until December 2025.[footnoteRef:116] [114:  See decree-law no. 139 of 8 October 2021, converted by Law no. 205 of 3 December 2021, which added Art. 9 concerning the moratorium.]  [115:  Italy introduces a moratorium on video surveillance systems that use facial recognition, European Digital Rights (EDRi), s.d. https://edri.org/our-work/italy-introduces-a-moratorium-on-video-surveillance-systems-that-use-facial-recognition/ (consultato 09/08/23).]  [116:  See decree-law no. 51 of 10 May 2023, converted by Law no. 87 of 3 July 2023, which added Art. 8-ter concerning the extension of the moratorium. See also C. NAST, La moratoria sui sistemi di riconoscimento facciale in Italia è stata prorogata, Wired Italia, 2023 https://www.wired.it/article/riconoscimento-facciale-in-pubblico-camera-approva-proroga-divieto/ (consultato 09/08/23).] 

Finally, at the moment of writing this chapter, the use of FRT has only been contested before national courts three times within the European continent. The first case, known as the Bridges case,[footnoteRef:117] discussed the compliance of the use of ‘real-time’ FRT by the Welsh Police with the ECHR and UK’s Data Protection Act. On September 4, 2019, the Divisional Court determined that, while the right to privacy under Article 8 of the ECHR was interfered, the interference was legal and appropriate, in accordance with the principle of proportionality.[footnoteRef:118] Further, Mr. Bridges argued that the South Wales Police violated the Public Sector Equality Duty by failing to consider the possibility that FRT’s higher rate of positive matches for females and/or black and minority ethnic faces could be discriminatory. The Divisional Court ruled that the Public Sector Equality Duty was not violated since there was no indication of indirect discrimination in the software throughout the trial in April 2017.  [117:  Case No: CO/4085/2018 R (Bridges) v Chief Constable of the South Wales Police and its appealing decision Case No: C1/2019/2670 [2020] EWCA Civ 1058]  [118:  N. N. LOIDEAIN, Lawfulness and Police Use of Facial Recognition in the United Kingdom: Article 8 ECHR and Bridges v. South Wales Police, in M. ZALNIERIUTE, R. MATULIONYTE (a cura di), The Cambridge Handbook of Facial Recognition in the Modern State, Cambridge University Press, Cambridge, 2024, p. 155–172.] 

The Court of Appeal rejected the High Court's decision, citing "fundamental deficiencies" in the legal structure surrounding the use of FRT, notably the regulations that regulated its use. The Court determined that South Wales Police's regulations gave individual officers too much leeway in determining who was placed on watchlists and where FRT may be deployed. Further, the Court found that South Wales Police had not gathered sufficient evidence to establish whether or not FRT was inherently biased prior to its use for two reasons: (1) because the data of individuals whose images did not match those on the watchlists were automatically deleted (and thus could not be analysed for the purpose of assessing bias), and (2) because South Wales Police was unaware of the dataset on which FRT had been trained.[footnoteRef:119] [119:  M. ZALNIERIUTE, Burning Bridges: The Automated Facial Recognition Technology and Public Space Surveillance in the Modern State, in Science and Technology Law Review, fasc. 22, 2, 2021, p. 284–307.] 

Finally, two cases in France discussed the use of FRT. The first one was about the use of FRT within schools to monitor pupils’ and visitors attendance.[footnoteRef:120] There the Court considered the measure disproportionate since other less restrictive means could by used for the same or similar purposes without processing the biometric data of minors. Second, the Court found that the legal basis for processing, consent, was not valid since there was a power imbalance between the parents of the students consenting and the school board proposing the use of FRT. The second case concerned the necessity of the use of FRT by law enforcement during criminal investigations.[footnoteRef:121] The ruling of the Conseil d'Etat upholds the legality of the criminal procedure code's article R 40-26, which specifically permits the use of FRT in criminal investigations. The amount of data that the police have access to justifies the use of FRT in this manner, according to the Conseil d'Etat, and it is appropriate for the goal being sought.[footnoteRef:122] [120:  Tribunal Administratif de Marseille (9ème chambre) N° 1901249 La Quadrature Du Net et autres (27 février 2020)]  [121:  Conseil d’Etat, Décision n° 442364, 26 April 2022]  [122:  T. CHRISTAKIS-A. LODIE, The Conseil d’Etat finds the use of facial recognition by law enforcement agencies to support criminal investigations “strictly necessary” and proportional., in European Review of Digital Administration & Law, fasc. 3, 1, 2022, p. 159–166.] 

Since national courts ruled on these cases, FRTs have been challenged at the international level. In the now famous Glukhin case, decided in July 2023, the ECtHR issued a judgment against Russia because law enforcement authorities used FRTs to stifle political dissent by arresting a protester during a peaceful demonstration.[footnoteRef:123] The Russian authorities used FRTs both “ex post”, in order to identify the protester from images published on social media, and in “real time”, in order to locate and arrest him. According to the ECtHR, Russia violated Art. 10 ECHR and Glukhin’s freedom of expression, as well as Art. 8 ECHR and his right to respect for private life and data protection. In fact, national legislation authorising the use of FRTs and the processing of biometric data did not meet the necessary “quality” requirements, as it lacked sufficient limitations on the situations in which these technologies could be deployed, the intended purposes, the category of targeted subjects, and guarantees on the nature and the gravity of offences, or procedural safeguards. As a result, the use of FRT, which led to a restriction of fundamental rights Was not justified by any pressing social need and was not necessary in a democratic society. In explaining its decision the Court was cautious to stress that the issue was not whether the use of FRT “may in general be regarded as justified under the Convention”;[footnoteRef:124] it did, however, provide important guidance on assessing the limits and conditions under which these technologies can be used, including for sensitive policing purposes such as those considered in the AI Act. [123:  ECtHR 4 July 2023, No. 11519/20, Glukhin v. Russia.]  [124:  ECtHR, Glukhin v. Russia, cit., §85.] 

6. Conclusions
FRTs are biometric technologies that, thanks to AI and new-generation algorithms, provide outstanding surveillance power, allowing for targeted investigation of individuals or mass surveillance. The potential uses of these technologies raise many ethical and social issues, technical problems (such as accuracy) and a huge impact on fundamental rights and democratic values. With this in mind, the AI Act takes a different approach to FRT, as it shifts from a horizontal regulation of AI systems as such to direct regulation of these specific technologies. 
The AI Act distinguishes between the different modalities of FRTs and the functions they can perform. The new Regulation sets differentiated conditions, with specific rules for high-risk AI systems and stricter rules for the real-time use of RBIs in public spaces for law enforcement purposes. This novel legal framework is a step forward that fills a legislative gap. However, there is some legal uncertainty as to whether it is possible to distinguish between these different regimes, as in the case of verification and authentication, or to find an appropriate level of protection in relation to different applications of FRTs that are equally dangerous, as in the case of real-time and ex-post use, categorisation and emotion recognition, or uses in education and the workplace or for lie detection.
In the area of FRTs, some national legislation or case law already exists. However, the entry into force of the AI Act will force each Member State to adopt a new regulation of RBIs and, in particular, FRTs. Therefore, the AI Act is expected to complicate the legal framework, also taking into account the impact on the pre-existing provisions, such as personal data protection legislation. In any case, the new regulation accepts the challenge of governing such a pervasive technology in order to condition its use and allow for practical benefits under strict conditions. Time will show whether these limits are sufficient to keep these AI systems within the boundaries of the protection of fundamental rights, democratic values and the rule of law.[footnoteRef:125] [125:  A. SIMONCINI, E. LONGO, Fundamental Rights and the Rule of Law in the Algorithmic Society, In H.-W. MICKLITZ ET AL. (eds.), Constitutional Challenges in the Algorithmic Society, Cambridge University Press, 2021, pp. 27-41, https://doi.org/10.1017/9781108914857.003] 
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