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1	The Right to Privacy: A Corollary for other Fundamental Rights

The objective of this chapter is to offer an interpretation of the rights to privacy in general and data protection in particular as a corollary, an umbrella to other fundamental rights. I consider this interpretation particularly relevant within the Law and Technology field and especially when dealing with Artificial Intelligence (AI). This is because the impact of AI systems, apart from transversal, intertwines diverse fundamental rights. Such an impact affects many levels, tracing networks between one fundamental right and the other. For instance, the use of Facial Recognition Technology (FRT) has been flagged as potentially risky since it allows for the mass processing of biometric data. Additionally, mass surveillance performed by FRT on public demonstrations can also entail a deterrence effect on the participants, thus affecting their right to freedom of assembly and of association, as has happened in India.[footnoteRef:1]  [1:  Jay Mazoomdaar, ‘Delhi Police Film Protests, Run its Images Through Face Recognition Software to Screen Crowd’ (The Indian Express, 28 December 2019) <https://indianexpress.com/article/india/police-film-protests-run-its-images-through-face-recognition-software-to-screen-crowd-6188246/> accessed 4 April 2022.] 

If a fundamental right that acts as a backbone to the others is to be named, as far as AI is concerned, the right to privacy and the right to data protection are the main candidates. This is because AI systems rely on vast amounts of data to produce their outputs. This data is not always personal data, but taking into account the current level of (Big) data collecting and processing, and the fact that it is relatively easy from two or three pieces of information to de-anonymise an individual,[footnoteRef:2] we can say that (personal) data are the main food for AI systems. [2:  M Kearns and A Roth, The Ethical Algorithm: The Science of Socially Aware Algorithm Design (OUP 2020).] 

Further, this intertwining of the rights to privacy and data protection has also been pointed out by several stakeholders that have discussed how the impact of AI technologies on the rights to privacy and data protection had a collateral effect on other fundamental rights. Such an impact should not be overlooked as redress ought to reach all fundamental rights affected, no matter the extent.[footnoteRef:3] [3:  For a possible limit to this approach, see the chapter on environmental rights in this volume.] 

To successfully convey the task of this chapter being to analyse the impact of AI on the rights to privacy and data protection understood as a corollary for other fundamental rights, the example of FRT is chosen as a fil rouge. This AI-empowered technology is a striking example to show the impact of AI systems on fundamental rights in general but on the rights to privacy and data protection in particular. Being a biometric data-driven technology, FRT does process personal data. However, the outputs produced by such a system fuelled by personal data can affect many other fundamental rights. Moreover, the argument expounded in this chapter is limited to the Global North. Indeed, I will mainly refer to Convention 108 +,[footnoteRef:4] the EU’s General Data Protection Regulation (GDPR)[footnoteRef:5] and the US Illinois Biometric Information Privacy (BIPA) to address the regulatory issues of privacy and data protection for FRT. [4:  Council of Europe’s Convention 108+ for the Protection of Individuals with regard to the Processing of Personal Data.]  [5:  Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) OJ L 119 (2016), pp 1-88.] 

To better understand the actual reach of FRT, section 2 conducts a brief technical introduction to the technology. Section 3 explains the nature of AI as (personal) data driven technologies, emphasizing the important role of the rights to privacy and data protection. Section 4 exemplifies, using FRT, how such role extends to other fundamental rights, thereby presenting the justification of the rights to privacy and data protection as a corollary of fundamental rights.


2	Facial Recognition Technology: An AI-empowered Big Brother

Facial Recognition Technology compares two or more facial images of an individual to determine the likelihood that such facial images belong to a specific individual. Before the introduction of Machine Learning (ML) techniques to facial recognition processes, the accuracy of such systems was harshly questioned. Facial portrays of people in movement, wearing glasses or other accessories within their heads, were not suitable for pre-ML-empowered FRT. It only worked (and not within 100 percent of the cases) with ID-style facial portrays under certain lighting conditions.[footnoteRef:6] These ‘laboratory’ conditions made the technology practically useless since the currently proposed uses for FRT such as checking at borders, suspect or missing people identification or monitoring worker’s attendance, do not often occur within the abovementioned conditions.  [6:  Kelly A Gates, Our Biometric Future (NYU Press 2011)] 

However, the introduction of ML techniques radically changed that scenario. After that, FRT is capable of recognising people in movement, with glasses or hats, not looking directly at the camera, and even wearing facial masks. Lately, the introduction of ML techniques has even expedited the face detection and features extraction steps streamlining the recognition process. 
The addition of AI has also impacted FRT by allowing such systems to perform a third function, namely categorisation. Together with the identification (one-to-many) and verification/authentication (one-to-one) functions, there is a wide debate about what has been called the categorisation function of FRT. Such a function consists of allocating certain features to an individual based on the analysis of their facial picture. There is no wide consensus on whether face categorisation can be considered facial recognition or not. On the one hand, bodies such as Article 29 Working Party (the European Data Protection Board’s predecessor) considered categorisation a facial recognition function. On the other hand, from a technical point of view,[footnoteRef:7] recognition only covers identification and verification. Such a debate has not prevented the proliferation of categorisation applications as the ones claiming to infer sexual orientation,[footnoteRef:8] political beliefs[footnoteRef:9] or criminality[footnoteRef:10] from a face analysis. However, the face analysis research stream has been widely criticised based on claims of its lack of supporting scientific evidence.[footnoteRef:11] [7:  See the ISO/IEC 2387-37 definition of ‘biometric recognition’ under term 37-01-03 on the harmonised biometric vocabulary.]  [8:  Yilun Wang and Michal Kosinski, ‘Deep Neural Networks Are More Accurate than Humans at Detecting Sexual Orientation from Facial Images’ (2018) 114:2 J Pers Soc Psychol 246.]  [9:  Michal Kosinski, ‘Facial Recognition Technology Can Expose Political Orientation from Naturalistic Facial Images’ (2021) 11:1 Sci Rep 100.]  [10:  Xiaolin Wu and Xi Zhang, ‘Automated Inference on Criminality Using Face Images’ (2016) arXiv 1611.04135; and Xiaolin Wu and Xi Zhang, ‘Responses to Critiques on Machine Learning of Criminality Perceptions’ arXiv 1611.04135.]  [11:  Luke Stark and Jevon Hutson, ‘Physiognomic Artificial Intelligence’ (2022) 32 Fordham Intell Prop Media & Ent L J 922.] 

This brief explanation of what FRT is, how it works and what the addition of AI entailed to it already hints at some of the risks that such a technology might entail for fundamental rights with the rights to privacy and data protection within the frontline. This is precisely the content of the next section that will directly analyse the impact that FRT pose for such rights.


[bookmark: _Hlk108881049]3	AI as Personal Data-Driven and the Rights to Privacy and Data Protection

As previously mentioned, the increasing presence of Big Data (bases) has been the perfect companion to and one of the main facilitating factors behind the current build-up of AI. From recidivism scoring, social funds allocation, and CV screening, to FRT, there is a myriad of AI applications that are fuelled by personal data. 
Personal data has been defined by Convention 108+ as ‘any information relating to an identified or identifiable individual (“data subject”)’.[footnoteRef:12] The GDPR goes one step further and adds to such definition that [12:  Convention 108+, Article 2.a.] 


an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.[footnoteRef:13] [13:  GDPR, Article 4.1.] 

 
If we move to FRT, facial images when technically processed to identify a person are considered biometric data and this is explicitly stated within Article 4(14) of the GDPR. Further, ‘biometric data for the purpose of uniquely identifying a natural person’ are deemed sensitive data according to Article 9(1) of the GDPR[footnoteRef:14] and a very similar formulation is adopted by Convention 108+, deeming biometric data ‘special categories of data’.[footnoteRef:15] Finally, under the BIPA, ‘biometric information’ is any information, regardless of how it is captured, converted, stored, or shared, based on an individual’s biometric identifier used to identify an individual.[footnoteRef:16]  [14:  See also GDPR, Recital 51.]  [15:  Convention 108+, Article 6.1.]  [16:  Biometric Information Privacy Act 740 ILCS 14, Section 10.] 

Therefore, facial images’ processing by FRT is subject to data protection regulation. As stated by the Information Commissioner’s Office (UK’s DPA), ‘[s]ensitive processing occurs irrespective of whether that image yields a match to a person on a watchlist or the biometric data of unmatched persons is subsequently deleted within a short space of time’.[footnoteRef:17]  [17:  Information Commissioner’s Office, The Use of Live Facial Recognition Technology by Law Enforcement in Public Places (2019).] 

Sensitive data processing (and therefore, FRT) is in principle prohibited by Article 9(1) of the GDPR. Convention 108+ only allows for the processing of such data ‘where appropriate safeguards are enshrined in law, complementing those of this Convention’.[footnoteRef:18] Hence, it contemplates the corollary nature of the rights to privacy and data protection by establishing that ‘[s]uch safeguards shall guard against the risks that the processing of sensitive data may present for the interests, rights and fundamental freedoms of the data subject, notably a risk of discrimination’.[footnoteRef:19]  [18:  Ibid.]  [19:  Convention 108+, Article 6.2.] 

Paragraph 2 of Article 9 of the GDPR establishes a series of exceptions to the general prohibition of biometric data processing. This list of exceptions sketches the only situations where biometric data processing (and therefore, FRT) is allowed under EU law. Accordingly, it also gives us an impression of the level of restriction that such processing is subjected to due to the sensitivity of facial images. This is because in the case of a biometric data breach facial images are not interchangeable, replaceable or erasable such as passwords or credit card information. Faces cannot be changed, and this stands notwithstanding some current movements which encourage citizens to ‘dress up’ their faces to avoid FRT.[footnoteRef:20] This entails a great loss for the affected data subjects and deeply infringes their fundamental rights to privacy and data protection. [20:  Tom Simonite, ‘How to Thwart Facial Recognition and Other Surveillance’ (Wired, 22 September 2020) <https://www.wired.com/story/how-to-thwart-facial-recognition-other-surveillance/> accessed 1 August 2021; and Aaron Holmes, ‘These Clothes Use Outlandish Designs to Trick Facial Recognition Software into Thinking You're Not Human’ (Business Insider, 5 June 2020) <https://www.businessinsider.com/clothes-accessories-that-outsmart-facial-recognition-tech-2019-10> accessed 1 August 2021.] 

As facial images are the ‘food’ for FRT and they can be deemed personal data as long as they fit within the definitions discussed above, FRT and also many AI technologies, in general, can be classified as personal data-driven ones. Therefore, the rights to privacy and data protection enhance the significance of these images, creating a crucial position within the overall body of fundamental rights since there can be no FRT or many other AI systems without personal data. This does not mean that other fundamental rights (some of which will be discussed within the next section) are less important or should not be taken into account if privacy and data protection are respected. What it means is that privacy and data protection act as a corollary, an umbrella right. Without respect for such rights, AI systems in general and FRT in particular, do not comply with fundamental rights by design and by default (using the GDPR’s terminology).[footnoteRef:21] In that event, not even the use of such technologies should be allowed or even tested in the first place. [21:  See GDPR, Article 25.] 

Further, as will be seen within the next section, violations of fundamental rights other than privacy and data protection by AI systems sometimes connect with privacy and data protection considerations. For instance, the right to freedom of assembly may be violated in conjunction with the rights to privacy and data protection in instances where private location data from a person attending a demonstration are not protected.
Violations of privacy and data protection rights can affect other rights, moreover, since consent for being subjected to an AI system does not reach all the possible and (sometimes unsuspected) future uses or repurposes of that system, with unpredictable consequences for fundamental rights in general.
Accordingly, on the issue of consent we discern the following practices. The BIPA prohibits private companies from collecting biometric information unless they inform the person in writing of what data is being collected or stored, the specific purpose and length of time for which the data will be collected, stored and used and obtain the person’s written consent.[footnoteRef:22] In the same line, regarding the lawful grounds for data processing, Article 4(11) of the GDPR determines that consent should be a freely expressed, explicit, informed, and unequivocal expression of the data subject’s intentions by which they affirmatively signal acceptance of the processing of their personal data. This definition is complemented by Recital 32 of the same regulation, which states that consent should apply to all processing actions performed for the same or similar reasons. When there are numerous reasons for the processing, consent should be provided for all of them. Consent is a fundamental (and often misused) piece within any data protection regime. [22:  Biometric Information Privacy Act 740 ILCS 14, Section 15. ] 

The scholarship is divided regarding the real scope of consent. Some authors argue that consent is irrelevant: generally, the consent does not depend on actual information about the processing or consent is not truly a real option. That is, the issue of personal data today (especially in FRT and AI contexts) is so complex that most people lack the expertise to grasp it and are unable to foresee the risks involved.[footnoteRef:23]  [23:  Evan Selinger and Woodrow Hartzog, ‘The Inconsentability of Facial Surveillance’ (2020) 66 Loy L Rev 101; Stefan Schiffner, Bettina Berendt, Triin Siil, Martin Degeling, Robert Riemann, Florian Schaub, Kim Wuyts, Massimo Attoresi, Seda Gurses, Achim Klabunde, Jules Polonetsky, Norman Sadeh, and Gabriela Zanfir-Fortuna, ‘Towards a Roadmap for Privacy Technologies and the General Data Protection Regulation: A Transatlantic Initiative’ (Annual Privacy Forum, Barcelona, June 2018); Giovanni Sartor and Francesca Lagioia, The Impact of the General Data Protection Regulation (GDPR) on Artificial Intelligence (European Parliamentary Research Service, 2020); and Genia Kostka, Léa Steinacker and Miriam Meckel, ‘Between Security and Convenience: Facial Recognition Technology in the Eyes of Citizens in China, Germany, the United Kingdom, and the United States’ (2021) 30:6 Public Underst Sci 671.] 

Moreover, a denial of consent might mean that services that are – socially, economically, or otherwise – essential or even required for data subjects may not be used (or limited) for those rejecting to be subjected to FRT, intertwining with the fundamental rights to human dignity and non-discrimination. In the same line, according to Recital 43 of the GDPR to ensure that consent is freely given, it should not be used as a valid legal basis for processing personal data when there is a clear imbalance between the data subject and the controller, particularly where the controller is a public authority, and it is thus unlikely that consent was freely given in all the circumstances. This is the case, according to the Swedish DPA and the Tribunal administratif de Marseille, when consenting to the use of FRT within schools.[footnoteRef:24] The DPA stated that students ‘depended’ on schools for questions related to their academic future and therefore, their consent (or their guardian’s) might not be valid.[footnoteRef:25] Similarly, this can be claimed to be the case of employees being subjected to their employers’ desires or power dynamics.[footnoteRef:26]  [24:  Swedish Data Protection Authority, Skellefteå Municipality, Secondary Education Board Supervision Pursuant to the General Data Protection Regulation (EU) 2016/679 – Facial Recognition Used to Monitor the Attendance of Students, Ref No DI-2019-2221 (2019); and Tribunal Administratif de Marseille, La Quadrature Du Net et autres, No 1901249 (27 February 2020).]  [25:  Swedish Data Protection Authority, ibid.]  [26:  Slovenian Data Protection Authority, List of Consents to Workplace Body Temperature Measurement (No 07121-1/2020/1774, 2020).] 

Other authors establish that consent does not cover the potential, often undefined, use of data, even when such use is socially advantageous.[footnoteRef:27] This is precisely the case pointed to by academics of an apparent incompatibility between Big Data and consent.[footnoteRef:28] Using Big Data to train AI systems and allow them to make inferences might be contradictory to the lawfulness of processing in the sense that some of the purposes of the training phase within the learning process of an AI system could not be anticipated. The AI-empowered system could end up making inferences that the data processor might not have anticipated and therefore, collected consent for. Moreover, some research has pointed out that, in the case of face categorisation, consent might not be free and informed (because both the uses and functioning of the technology are uncertain to some extent, due to its innovative and ‘black box’ nature) and therefore, the processing might be considered unlawful.[footnoteRef:29] The different functions that FRT may perform have to be also taken into account. In the worst-case scenario, the data subject might end up ‘swamped’ with consent requests. [27:  Fred H Cate, Peter Cullen, Viktor Mayer-Schonberger, Data Protection Principles for the 21st Century: Revising the 1980 OECD Guidelines (Microsoft Corporation 2013).]  [28:  Rosario Girasa, Intelligence as a Disruptive Technology (Palgrave Macmillan 2020); Schiffner, see above note 23; Sartor, see above note 23; Sandra Wachter, ‘Data Protection in the Age of Big Data’ (2019) 2:1 Nat Electron 6. ]  [29:  Selinger, see above note 23; Sartor, see above note 23; Schiffner, see above note 23.] 

Along similar lines, several authors have spotted a risk to privacy when biometric data, in general, are used for secondary purposes not compatible with the ones for which the data were initially collected. They put special emphasis on cases where third parties with access to facial images, such as law enforcement agents, merge them along with other data without consent from the data subject.[footnoteRef:30] This might present problems, for instance in cases where FRT is built on top of a different system, such as CCTV or a thermal scanner. Again, due to the innovative nature of the technology people may not possess enough knowledge to understand the true impact of what they are consenting to.[footnoteRef:31]  [30:  Ann Cavoukian, Privacy and Biometrics (Information and Privacy Commissioner, September 1999); and Ioannis Iglezakis, ‘EU Data Protection Legislation and Case-Law with Regard to Biometric Applications’ (18 June 2013) <https://ssrn.com/abstract=2281108 or http://dx.doi.org/10.2139/ssrn.2281108>.]  [31:  Selinger, see above note 23; Schiffner, see above note 23; Sartor, see above note 23; and Kostka, see above note 23.] 

Regarding permission for biometric data processing for reasons of substantial public interest, from the perspective of the fundamental right to security this clause leaves room for uncertainty since this justification has not been defined within data protection regulation; therefore, it might have multiple interpretations.[footnoteRef:32] For instance, Recital 45 of the GDPR leaves the task to lay down such a public interest concept in the hands of EU or Member States law leading to a fragmented picture within the EU regulatory landscape. This might also open the door to a ‘blanket justification’ of FRT deployment if not carefully assessed.  [32:  Information Commissioner’s Officer, What Are the Substantial Public Interest Conditions? <https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulat ion-gdpr/special-category-data/what-are-the-substantial-public-interest-conditions/> accessed 13 March 2021.] 

On the other hand, BIPA, in addition to its notice and consent requirement, prohibits any company from selling or otherwise profiting from consumers’ biometric information.[footnoteRef:33] Therefore, it follows that a reliable and predictable legal basis must be established by the controller before starting the processing of personal data by FRT. However, disrespect for these measures might not only impact the rights to privacy and data protection but other rights. The following section will unveil how the impact of AI and FRT on the rights to privacy and data protection might also affect other fundamental rights. [33:  Biometric Information Privacy Act 740 ILCS 14, Section 15.] 



4	The Impact of Privacy Violations by AI on Other Fundamental Rights

No matter how big the impact of FRT on the rights to privacy and data protection, it is often just a single facet within a much broader impact on other fundamental rights. Driven by biometric data mass processing, FRT most likely impacts the abovementioned rights. However, FRT’s use puts such data processing to the service of other activities, mainly (but noy only) related to surveillance. This section will explore the influence of FRT’s usage on other fundamental rights.

4.1 Human Dignity
Any infringement of the rights to privacy and data protection will subsequently impact the dignity of the subject. This is the argument employed by both the European Data Protection Supervisor (EDPS) and the European Court of Human Rights (ECtHR) when referring to mass surveillance. 
The ECtHR in the case S and Marper v The United Kingdom established that ‘blanket and indiscriminate’ retention of biometric data interferes with the right to privacy and may also have a stigmatizing effect on persons, treating persons presumed innocent alike with criminals.[footnoteRef:34] Along similar lines, the EDPS has underlined that the commodification and objectification of people’s faces, especially by algorithms and for the benefit of state surveillance, to be used on a large-scale scheme, contravene dignity.  [34:  S and Marper v The United Kingdom, App nos 30562/04 and 30566/04 (ECtHR, 4 December 2008), para 122.] 

Such commodification and objectification of people’s physical features has found its perfect spot within the current Big Data environment. It is now argued that human beings have been reduced to pieces of data: starting from their biometric features and continuing through their behaviour or search habits on the Internet, every human being can be diminished to a bag set of data.[footnoteRef:35] This data may be at a later stage exploited by companies, especially Big Tech, for profit.[footnoteRef:36] Further, extracting and processing facial images for surveillance purposes enhances a ‘datafication’ of our facial features.[footnoteRef:37] This collides with our traditional vision of human faces as a mirror of the soul and a highly important proxy of a person’s self.[footnoteRef:38] Therefore, treating faces as another element for identification, like our ID number, will perpetuate this depersonalising vision, and thus contravene human dignity. [35:  John Cheney-Lippold, We are Data Algorithms and the Making of Our Digital Selves (NYU Press 2017).]  [36:  Shoshana Zuboff, The Age of Surveillance Capitalism: The Fight for a Human Future at the New Frontier of Power (Profile books 2019).]  [37:  Cheney-Lippold, supra note 35.]  [38:  Jonathan Cole, ‘Empathy Needs a Face’ (2001) 8:5-6 J Conscious Stud 51.] 


4.2 Security
Scholarship has extensively analysed the balance between the right to security and the operationalisation of such a right, for example, in implementing surveillance measures to enforce or enhance it.[footnoteRef:39] The weighing operation between the right to security and the rights to privacy and data protection is in line with the principle of proportionality as understood by the constitutional law doctrine (‘rights balancing’). However, the entrance of modern FRT systems has entailed another turn of the screw. As previously explained, modern FRT identifies people much more accurately than humans can do.[footnoteRef:40] Also, the risks of using FRT are much higher than using human-empowered recognition. Consequently, the use of FRT must be subject to the principle of proportionality to prevent such interferences the rights are precisely trying to safeguard. [39:  Miriam Dornan, ‘Security vs. Liberty? Is There a Trade off’ (E-International Relations Publishing, 23 June 2011) <https://www.e-ir.info/2011/06/23/security-vs-liberty-is-there-a-trade-off/> accessed 22 August 2022; Vincenzo Pavone,Elvira Santiago Gomez and David-Olivier Jaquet-Chifelle, ‘A Systemic Approach to Security: Beyond the Tradeoff Between Security and Liberty’ (2016) 12:4 Democr. Secur 225; and Adrian Vermeule, ‘Security and Liberty: Critiques of the Trade-off Thesis’ in David Jenkins et al. (eds), The Long Decade: How 9/11 Changed the Law (OUP 2014).]  [40:  P Jonathon Phillips and Alice J O’Toole, ‘Comparison of Human and Computer Performance Across Face Recognition Experiments’ (2014) 32:1 Image Vis Comput 74. ] 

The principle of proportionality, as articulated in case law and public law doctrine, establishes guidelines for justifying interference with people’s fundamental rights and freedoms. It is a general principle of law that has transcended its German origins and travelled throughout the world to become a universally acknowledged law principle. The European Court of Justice has defined the principle within its Gebhard judgment of 1995[footnoteRef:41] stating that [41:  Case C-55/94 Reinhard Gebhard v Consiglio dell’Ordine degli Avvocati e Procuratori di Milano [1995] ECR I–4186.] 


measures liable to hinder or make less attractive the exercise of fundamental freedoms guaranteed by the Treaty must fulfil four conditions: they must be applied in a non-discriminatory manner; they must be justified by imperative requirements in the general interest; they must be suitable for securing the attainment of the objective which they pursue; and they must not go beyond what is necessary in order to attain it.[footnoteRef:42] [42:  Ibid.] 

 
These criteria present in Gebhard might be applied to FRT as well. Various and, moreover, intersectional inaccuracies have been reported, notably including both gender and ethnicity.[footnoteRef:43] Moving on to the second prong – ‘justification by imperative requirements in the general interest’ –, this  might be the case when FRT is for instance used by law enforcement or for health reasons. On the other hand, no extensive data are available to back up to what extent FRT has helped law enforcement operations or reinforced health measures within the context of the COVID-19 health emergency, for instance.[footnoteRef:44] Similar arguments might be applied to the suitability and necessity requirements. FRT has not proved, up to this moment, a significant technological advantage when confronted against other technologies for identification or verification/authentication that justify surpassing the proportionality and necessity principles.[footnoteRef:45] Consequently, the Dutch DPA – apropos the use of FRT in sports competitions – said that if FRT only helps to a limited extent and does not reveal additional benefits, its use is disproportional.[footnoteRef:46] [43:  Joy Buolamwini and Timnit Gebru, ‘Gender Shades: Intersectional Accuracy Disparities in Commercial Gender Classification’ (1st Conference on Fairness, Accountability and Transparency, New York City, February 2018).]  [44:  See David Spiegelhalter and Kevin Mcconway, ‘Live Facial Recognition: How Good Is It Really? We Need Clarity About the Statistics’ (Winton Centre, 10 February 2020) <https://medium.com/wintoncentre/live-facial-recognition-how-good-is-it-really-we-need-clarity-about-the-statistics-5140bd3c427d> accessed 22 August 2022. The only data publicly available at the moment on the use of FRT by LE that can shed some light about its effectiveness are the following: Interpol, Fact Sheet Facial Recognition (COM/FS/2020-03/FS-04, 2020) <https://www.interpol.int/How-we-work/Forensics/Facial-Recognition> last accessed 22 August 2022, ‘Almost 1,500 terrorists, criminals, fugitives, persons of interest or missing persons have been identified since the launch of INTERPOL’s facial recognition system at the end of 2016’; and Eldar Haber, ‘Racial Recognition’ (2021) 43:1 Cardozo L Rev 71: ‘In 2019, the Facial Identification Section received 9,850 requests for comparison and identified 2,510 possible matches, including possible matches in 68 murders, 66 rapes, 277 felony assaults, 386 robberies, and 525 grand larcenies.’]  [45:  Luana Pascu, ‘EU Regulators Warns Facial Recognition in Law Enforcement, Commercial Settings May Be Illegal’ (Biometric Update, 11 June 2020) <https://www.biometricupdate.com/202006/eu-regulators-warns-facial-recognition-in-law-enforcement-commercial-settings-may-be-illegal> accessed 22 August 2022: ‘However, the security of a supermarket is not so important that biometric data can be processed for this’.]  [46:  Autoriteit Persoonsgegevens (Dutch Data Protection Authority), Vragen over inzet gezichtsherkenning (Questions about the use of facial recognition) (z2003-1529, 3 February 2004).] 

Therefore, the use of FRT might help to enhance the rights to security or liberty. However, if the fine line between a restrictive interpretation of public interest and mass surveillance is crossed, the same technology deployed to protect such rights might be the one threatening them.

4.3 Freedom of Assembly and Association
The deployment of such a mass surveillance apparatus might also inhibit the rights to freedom of assembly and association by deterring people to exercise such rights for fear to be targeted or punished in some way.[footnoteRef:47] There have been numerous cases all around the world where FRT has been deployed to monitor protesters.[footnoteRef:48]  [47:  See also the chapter on the right to freedom of assembly in this volume.]  [48:  Evan Selinger and Albert Fox Cahn, ‘Did You Protest Recently? Your Face Might Be in a Database’ (The Guardian, 17 July 2020) <https://www.theguardian.com/commentisfree/2020/jul/17/protest-black-lives-matter-database> last accessed 22 August 2022.] 

This situation reached a point where Russian activist Alyona Popova and the former Deputy Minister of Energy lodged a complaint to the ECtHR. The complaint, the first one with the ECtHR about FRT, was based on the use of such technology by the Moscow authorities at an authorised rally in support of those detained and prosecuted for participating in peaceful protests about the barring of independent candidates from the Moscow municipal assembly elections.[footnoteRef:49] According to the claimants, all protesters in September had to go through metal detectors with CCTV cameras positioned at eye level. The Moscow administration had revealed intentions to employ FRT at big public gatherings prior to the demonstrations. According to the petitioners, this is the first instance of Moscow authorities employing FRT to acquire data on demonstrators. [49:  Anastasiia Kruope, ‘Moscow’s Use of Facial Recognition Technology Challenged’ (Human Rights Watch, 8 July 2020) <https://www.hrw.org/news/2020/07/08/moscows-use-facial-recognition-technology-challenged> accessed 22 August 2022.] 

The use of FRT to monitor protesters might prevent people to attend such demonstrations to avoid being identified. This chilling effect would undermine the right to freedom of assembly and association since people will think twice or even stop expressing their beliefs at public displays where they can be tracked and recognised by FRT.

4.4 Equality Before the Law and Non-Discrimination
Algorithmic discrimination has been the hobbyhorse of AI in general and FRT in particular. This problem was brought to the mainstream light by Buolamwini and authors, who demonstrated that FRT struggled to identify black people, especially women and that the rate of false positives was disproportionately high compared with white people, especially men.[footnoteRef:50] The consequences of such inaccuracies deeply affect fundamental rights, with the wrongful arrest of black men due to incorrect identification by FRT a only one dire example.[footnoteRef:51] In the same vein, scholarship is starting to point out the discriminatory potential that FRT in general and automatic gender recognition, in particular, entails for people with trans- or non-binary gender identities.[footnoteRef:52] [50:  Buolamwini and Gebru, see above note 43.]  [51:  Khari Johnson, ‘How Wrongful Arrests Based on AI Derailed 3 Men’s Lives’ (Wired, 7 March 2022) <https://www.wired.com/story/wrongful-arrests-ai-derailed-3-mens-lives/> accessed 22 August 2022.]  [52:  Os Keyes, ‘The Misgendering Machines: Trans/HCI implications of Automatic Gender Recognition’ (2018) 2 Proc ACM Hum-Comput Interact 1; and Morgan Klaus Scheuerman, Jacob M Paul and Jed R Brubaker, ‘How Computers See Gender: An Evaluation of Gender Classification in Commercial Facial Analysis Services’ (2019) 3 Proc. ACM Hum.-Comput. Interact 1. See also the chapter on LGBTQ+ rights in this volume.] 

But not only the technology but also its use has been instrumentalised to discriminate against minorities. In China, FRT in its categorisation and identification functions is used to monitor and oppress people from the Uyghur ethnic minority within the province of Xinjiang.[footnoteRef:53] [53:  Jane Wakefield, ‘AI Emotion‐Detection Software Tested on Uyghurs’ (BBC News, 26 May 2021) <https://www.theguardian.com/business/2020/dec/17/alibaba-offered-clients-facial-recognition-to-identif y-uighur-people> accessed 22 August 2022 and Richard Van Noorden, ‘The Ethical Questions that Haunt Facial-Recognition Research’ (2020) 587:7834 Nature 354.] 

Along with the potential to become a tool for mass surveillance, the wide presence of algorithmic bias within the technology plus the potential risk for automation bias will vulnerate the fairness principle of data processing but also the fundamental right to equality before the law and the non-discrimination principle in general.

4.5 The Rights of the Child 
The rights of the child require special and reinforced protection due to the vulnerability of the subject. For instance, Article 8 of the GDPR specifically regulates the conditions governing children’s consent when accessing information society services.[footnoteRef:54] In this line, Article 15(2)(e) of Convention 108+ establishes that ‘specific attention shall be given to the data protection rights of children’. When addressing the issue of blanket retention of biometric data for law enforcement purposes of people who have not been convicted of a crime, the ECtHR emphasised in S and Marper v the UK that this may be especially harmful in the case of children, given their unique situation and the importance of their development and integration into society.[footnoteRef:55] Children are particularly challenging for FRT since the precision of a biometric match decreases as they grow up. According to the Fundamental Rights Agency, when face pictures that were taken at a young age are compared more than five years later, the likelihood of a mismatch increases. [footnoteRef:56] In general, studies show that the accuracy of face recognition technology is substantially worse for children under the age of 13. Further, current facial recognition technologies only guarantee a solid match if the child was at least six years old when the biometric face picture was collected and the match occurred within a five-year time frame.[footnoteRef:57] Consequently, software studies show that photos of younger individuals result in far more false negatives than images of older people.[footnoteRef:58]  [54:  See also GDPR, Recitals 38 and 58.]  [55:  S and Marper v the UK, see above note 34, paras 124-125.]  [56:  Fundamental Rights Agency, Under Watchful Eyes: Biometrics, EU IT Systems and Fundamental Rights (2018), p 109.]  [57:  Sakshi Sahni, ‘SURVEy: Techniques for Aging Problems in Face Recognition’ (2014) 4:2 MIT Int J Comput. Sci Inf Technol 1; Narayanan Ramanathan, Rama Chellappa and Soma Biswas, ‘Computational Methods for Modeling Facial Aging: A survey’ (2009) 20:3 J Vis Lang Comput 131; and Javier Galbally Herrero, Pasquale Ferrara, Rudolf Haraksim, Apostolos Psyllos and Laurent Beslay, Study on Face Identification Technology for its Implementation in the Schengen Information System (Publications Office of the European Union 2019).]  [58:  Patrick Grother, Mei Ngan, Kayee Hanaoka, Joyce C Yang and Austin Hom, Ongoing Face Recognition Vendor Test (frvt) Part 1: Verification (National Institute of Standards and Technology 2022); Nisha Srinivas, Karl Ricanek, Dana Michalski, David S Bolme, Michael King, ‘Face Recognition Algorithm Bias: Performance Differences on Images of Children and Adults’ (IEEE/CVF Conference on Computer Vision and Pattern Recognition Workshops, Long Beach, June 2019)] 

This might collide with the proposal to reduce the age of children for biometric data collecting from 14 to 6 years old in the context of Eurodac, the European system for the comparison of fingerprints of asylum applicants.[footnoteRef:59] This same proposal contemplates that the European Union Agency for the Operational Management of Large-Scale IT Systems (eu-LISA) would perform a study on the technical feasibility of integrating face recognition software based on facial picture data held in Eurodac within three years after adoption. While the modified Eurodac plan includes the need to identify children who are missing (abducted), victims of a crime, or may have been separated from their families, the use of FRT might help children to preserve or re-establish their identity according to the mandate based on Article 8 of the Convention on the Rights of the Children (duty to respect the right of the child to preserve his or her identity, including nationality, name and family relations). Thus, we might resort again to the principle of proportionality to wonder whether solving such cases justifies the massive collection of facial images of young migrants and asylum seekers.  [59:  Bianca-Ioana Marcu, ‘Eurodac: Biometrics, Facial Recognition, and the Fundamental Rights of Minors’ (European Law Blog, 29 April 2021) <https://europeanlawblog.eu/2021/04/29/eurodac-biometrics-facial-recognition-and-the-fundamental-rights-of-minors/> accessed 22 August 2022. ] 

Furthermore, the plan to gather children’s face pictures for future facial recognition technology may give them the impression that they are continuously being monitored deterring their free development and affecting their fundamental rights. 


5	Conclusion

AI applications in general and FRT, in particular, have a great impact on the rights to privacy and data protection since such technologies are fed by vast amounts of (often personal) data. However, such an impact on the rights to privacy and data protection might transcend to other rights such as human dignity, security, freedom of assembly and association, equality before the law and non-discrimination, and the rights of the child. This grants the rights to privacy and data protection the status of corollary of other fundamental rights since violations of the rights to privacy and data protection might end up impacting other rights and violations or such rights might end up having privacy and data protection considerations.
